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Abstract— We address the problem of state estimation for
multi-output continuous-time linear systems, for which an
attacker may have control over some of the sensors and
inject (potentially unbounded) additive noise into some of the
measured outputs. To characterize the resilience of a system
against such sensor attacks, we introduce a new notion of
observability — termed “observability under attacks” — that
addresses the question of whether or not it is possible to
uniquely reconstruct the state of the system by observing its
inputs and outputs over a period of time, with the under-
standing that some of the available system’s outputs may have
been corrupted by the opponent. We provide computationally
efficient tests for observability under attacks that amount to
testing the (standard) observability for an appropriate finite
set of systems. In addition, we propose two state estimation
algorithms that permit the state reconstruction in spite of the
attacks. One of these algorithms uses observability Gramians
and a finite window of measurements to reconstruct the initial
state. The second algorithm takes the form of a switched
observer that asymptotically converges to the correct state
estimate in the absence of additive noise and disturbances, or
to a neighborhood of the correct state estimate in the presence
of bounded noise and disturbances.

I. INTRODUCTION

This paper is motivated by the observation that computer
control systems can be especially vulnerable to cyber attacks;
most particularly remote sensors that can be infiltrated and
reprogrammed to report erroneous measurements.

The issue of security is not new to the control field, in
particular in the areas of fault detection and identification
(FDI) [8] and game theory [5], [7]. Some of the recent work
on the cyber security of control systems have been focused
on the effect of specific types of attacks on stability and/or
estimation [14], such as false data injection attacks [6], [3],
denial-of-service attacks [1], [13] and integrity attacks [9].
Closer to the work presented here, there has also been an
effort to derive results that are independent of the attack
type in works such as [2], [11] and [10]. In [10], the authors
model the attacked system as a continuous-time descriptor
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system and view the attack signal as an unknown input.
The authors then propose an algorithm that detects the
presence of an attack. Other related works focused on robust
state estimation appeared in [2], [11], where the authors
characterized the resilience of a discrete-time LTI system
against attacks by the number of attacked sensors allowed
for accurate state reconstruction. They also proposed an error
correction algorithm which exactly reconstructs the state
and is made computationally efficient by transforming the
optimization problem into a convex one, which is possible
only under certain conditions. Due to the close relation of
these works to our paper which we were unaware of at the
time of writing, we provide a comparison after we have
outlined our results.

The scenario considered in this paper considers a
continuous-time LTI system with /N outputs, each measured
by a potentially vulnerable sensor. One then asks whether or
not it is possible to reconstruct the initial state of the system
from an input/output time series if M < N of these sensors
have been taken over by an adversary. It is assumed that the
attacker has full control over the measurement reported by
the M infiltrated sensors, with the understanding that we do
not know which of the M sensors have been infiltrated and,
in fact, if they have been infiltrated at all. When it is possible
to do state reconstruction under this scenario, we say that the
LTI system is observable under M attacks.

The first key result of this paper is a necessary and
sufficient condition presented in Section II for observability
under M attacks. This condition requires the number of
sensors [NV to be larger than 2M and also that a family of
LTT systems (derived from our original system) is observable,
under the usual notion of observability. It was expected for
N > M to be necessary for an N-output system to be
observable under M attacks since with N < M there would
be no attack-free measurements left to use for estimation.
However, it is somewhat unexpected to see that N > 2M is
actually necessary for an N-output system to be observable
under M attacks.

The second key result of the paper is an algorithm
presented in Section III-A that looks at the values of the
system’s input and all N measured outputs over a finite
interval [0,7T], T < o and provides a correct estimate of
the system’s initial state, in spite of the fact that M of the
N measured outputs may have been compromised by an
attacker. As expected, this algorithm is only applicable to
systems that are observable under M attacks. In essence, the
algorithm proposed constructs multiple state estimates using
observability Gramians and utilizes a consistency condition
to select the “correct” estimate.



The third key result is an observer-like algorithm presented
in Section III-B that (causally) creates an asymptotically
correct estimate of the system’s current state based on the
values of its past input and N (potentially compromised)
outputs. This algorithm is applicable when the system is
observable under M attacks, but it actually requires less than
that. In practice, it only requires a notion of detectability
under M attacks. This is not surprising in view of the fact
that this observer-like algorithm does not “promise” state
reconstruction in finite time (only asymptotically). For this
algorithm, we actually prove more than just asymptotically
correct state reconstruction, as we also show that an additive
bounded disturbance and additive bounded measurement
noise to all NV outputs will result in a bounded estimation
error, by providing an input-to-state stability-like bound on
the estimation error, in terms of bounds on the disturbance
and measurement noise [12].

Relation to similar works [2], [11]

Although our results differ from the works [2], [11]
where the discrete-time setting is considered, we address
similar problems in continuous-time. Therefore, we provide
a comparison:

o The authors of [2], [11] provide necessary and sufficient
conditions which involve combinatorially checking the
observability of a family of LTI discrete-time system.
Our results in continuous-time are consistent with the
results reported in the aforementioned works. The dif-
ference lies in [2] where the successful reconstruction
of the states is formulated as an optimization problem,
whereas we use a form of observability where the initial
state of the system can be reconstructed from known
inputs and outputs in the presence of attacks.

o In [2], [11], algorithms are proposed to estimate the
state and attack signals from available measurements,
where the L,\L; optimization-based algorithms in [2]
are made more computationally efficient in [11]. Our
proposed algorithms either utilizes the observability
Gramian or the Luenberger observer in a multiple model
setup, which can be computationally intensive. We are
currently addressing this issue.

Notation

We denote the cardinality of a set S as card(S). |z| denotes
the Euclidean norm of a vector = € R™. ||z|7 denotes the
supremum norm of a signal z on an interval 7 < [0, 0).
The binomial coefficient is denoted (§), where a, b are non-
negative integers.

II. OBSERVABILITY UNDER ATTACKS

Consider the following continuous-time LTI system with
N outputs:

Az + Bu
Ciz + Dyu + 1,

T
. (1)

Y, = ZE{l,...,N},
where the state vector is x € R™=, the input vector is u €
R™=, the measured outputs are y; € R™¢, and the n; € R™ de-
note additive, possibly unbounded attack signals that cannot

be measured. We denote the solution to (1) for the input u
and initial condition x(0) = ¢ as x(¢) = z(t; xo,«) and the
corresponding measured outputs as y;(t) = y;(t; o, u,7;),
Vie{l,...,N}.

We seek to derive conditions under which the initial
condition z(0) of (1) can be reconstructed from the measured
outputs y;, Vi. However, we are interested in the possibility
that a subset y;, i € Z < {1,..., N} of the sensor outputs
have been attacked, but we do not know which. Specifically,
we assume that there is an unknown subset Z < {1,..., N}
with at most M elements for which the corresponding 7,
1 € 7 are nonzero and could be unbounded. This motivates
the following definition of “observability under attacks”.

Definition 1: The system (1) is observable under M-
attacks on the interval [0,7], T < oo if for every initial
conditions x(0), Z(0) € R™, input wu(t), t > 0, sets Z,,
7y < {1,...,N} with at most M elements, and attack
vectors 7 = (7717"‘777]\7) € NIas n = (ﬁlw"vﬁN) € NIh
we have

Yi(t;2(0),u,m:) = yi(t;2(0), w, 1),
Vte[0,T), ie{l,...,N} —

The notation N7z, denotes the set {(71,...
0,Vt € [0,00),Vi ¢ Z,}. ]

In essence, this definition means that, when a system is
observable under M-attacks, there is at most one initial
condition that is compatible with the input signal u and
the measured outputs y;, i« € {1,..., N} on the interval
[0, T], regardless of which one of the M sensors have been
attacked and the corresponding attack signals 7); selected by
the opponent.

The following result provides a necessary and sufficient
condition for system (1) to be observable under M -attacks,
which permits checking whether a system is observable
under attacks using standard observability tests [4, Section
15.9]. The proof is provided in Section II-A.

Theorem 1: For every integer M > 0, the following
statements are equivalent:

(i) System (1) is observable under M -attacks on the time

interval [0,7T], T < co.

(i) N > 2M and, for every set J < {1,...,N} with
card(J) = N — 2M, the pair (A,C7) is observable,
where C7 is a matrix obtained by stacking all the
output matrices C;, i € J from system (1).

[
Theorem 1 implicitly restricts the number of attacked outputs
M to be less than half of the number of outputs N, which
is consistent with the result in [2] for the state estimation of
discrete-time LTI systems under attacks.

Remark 1: Since condition (ii) in Theorem 1 does not
depend on 7', we conclude that if a system is observable
under attack on the interval [0,77], for some 717 < o0, it is
also observable under attack on [0, T3], for every Th < oo.
This means that (0) can be determined from future inputs
u(t) and outputs y;(¢), ¢ € {1,..., N} over an arbitrarily
small time interval [0, T']. O



Remark 2: By defining M -attack observability for a class
of nonlinear systems of this form: & = Az + ¢(u), where ¢
is a nonlinearity, y; = Cixz + ¢;(u) +n; forie {1,..., N},
in the same manner as Definition 1, the results of Theorem
1 can be extended to this class of nonlinear systems under
the assumption that the system is forward complete, i.e. the
solution xz(¢) exists for all ¢ > 0, for any initial condition
2(0), input u and attack signal 7;. In this case, this system
is M-attack observable if and only if N > 2M and, for
every set J < {1,...,N} with card(J) > N — 2M, the
pair (A, C7) is observable in the usual sense. N

The following simple examples illustrate the use of Theo-
rem 1 in checking the observability of the system (1) when
M of the N outputs are under attack.

Example 1: Consider the system

1 = To+tu
o = a’z — 2axs, a >0, )
with N = 3 outputs
yi = [27,2F]" + i, forie{1,2,3}. “)

The system (3) with outputs (4) is observable in the usual
sense. Since there are N = 3 outputs, the maximum
allowable number of attacked outputs is M = 1. We will
see that it is 1-attack observable by writing system (3)-(4) in
the form of (1) and applying Theorem 1. There are only 3
sets J with N—2M = 1 element: {1}, {2}, {3} and the pairs
(A,C1), (A,C2) and (A, C3) are all observable. Hence, the
system is l-attack observable. However, we will see in the
next example that a system that is 1-attack observable is not
necessarily 2-attack observable. O

Example 2: We now consider the same system (3), but
with N = 6 outputs defined as follows

for i € {1, 2,3},
for i € {4,5,6}.

Yi = X1 + 1,

5
Yi = T2 + 1), )

First, observe that this system is observable in the usual
sense. With N = 6, the maximum allowable number of
attacked outputs is M = 2. However, we will see that
this system is not 2-attack observable, it is only 1-attack
observable.

By writing system (3) and (5) in the form of (1) and
checking condition (ii) of Theorem 1, when M = 1, we
obtain (NiM) = 15 combinations of J = {3,4,5,6},
{2,4,5,6}, {1,4,5,6} etc. where card(J) = 4 (= N —
2M) and we need to check the observability of the
pairs (A4,[CT.CF.CF.CEIT). (A.[CF.CT.CE.CT).
(A, [cf,cf,cT, "), ete. Since all such pairs are ob-
servable, the system (3) with outputs defined in (5) is 1-attack
observable.

However, when there are M = 2 attacked outputs, we
obtain 15 combinations of J = {1,2}, {1,3}, {1,4}, {1,5}
etc. where card(J) = 2 (= N —2M) and we see that not all
pairs (A, C7) are observable, e.g. the pairs (4, [C{,CT]T),
(A, [CT, T, (A,[CT,CT]T) etc. are not observable.
Therefore, this system is not 2-attack observable. [l

A. Proof of Theorem 1
We first note that, in view of the usual definition of ob-
servability for attack-free systems (e.g. [4, Definition 15.2]),
condition (ii) in Theorem 1 can be equivalently re-stated as
(il N > 2M and for every set J < {1,..., N} with
card(J) = N —2M, and for every initial condition
x(0) € R, we have

Ciez(0) =0,Vie J,te[0,T] = z(0) =0.

(6)

We will thus prove Theorem 1 by showing that condition (i)
is equivalent to (ii)’ above.

(i) = (ii)’: Suppose by contradiction that (i) holds, but
(i1)’ is false, i.e., N < 2M or there exists a set J <
{1,..., N} with card(J) = N —2M and an initial condition
2(0) € R™=, such that

CieMz(0) =0, Vie J, te[0,T] and 2(0) #0. (7)

First note that if N < 2M, the empty set J = J and an
arbitrary non-zero initial condition satisfy (7). Henceforth,
when (i)’ is false it is always true that there exists a set
J < {1,...,N} with card(J) = N — 2M and an initial
condition z(0) € R™=, such that (7) holds. We shall prove
that this contradicts (i). To this effect, select two disjoint
sets Z,,Zp < {1,..., N}, each with at most M elements, so
that 7 = {1,2,..., N}\(Z, uZp). Next define attack vectors
n=(mn,...,nn) € Nz,, 1= (7,...,7n) € Nz, so that

n:(t) = —CieAtx(O),W €Ty, (1) = CieAtx(O),Vi €Ty,
V¢, where 2:(0) is the non-zero initial condition from (7).
Since n;(t) = 0,Vt = 0,1 ¢ Z, and 75;(t) = 0, Vt = 0,4 ¢ Iy,
this choice for the attack vectors leads to
Cie'w(0) +mit) = 0, 7;(t) = 0,
CieAt:v(O) = 7;(t), n:(t) =0,
Cie™x(0) = 0, ni(t) = ni(t) =0,
VieJ ={1,2,..., N\(Z. UTp),

VieZ,
\Z) EI[,

and therefore

CieMx(0) + n;(t) = 7:(t), Yie {1,..., N}, te[0,T],
(3

for some z(0) # 0. However, we can view the left-hand side
expression C;e*x(0) + n;(t) as the output y;(t) associated
with the initial condition 2:(0) # 0, the zero input, and the
attack n € Nz, ; whereas the right-hand side expression 7j; (t)
can be considered as the output y; (¢) associated with the zero
initial condition, zero input, and attack 7 € ]\/’Ib. We have
thus found two distinct initial conditions compatible with
the same outputs, which contradicts observability under M
attacks and thus (i).

(ii)>’ = (i): Suppose by contradiction that (ii)’ holds,
but that (i) does not, and therefore that there exist initial
conditions z(0), (0) € R"™=, an input u(t), t > 0, sets
Zo, Iy < {1,..., N} with at most M elements, and attack



vectors n = (7717'-'777]\7) € NIa? ’FI = (ﬁlw-‘vﬁN) € NIh
such that
yi(t; 2(0),u,m:) = yi(t;2(0), w, 1),

Vie{l,...,N},t€[0,T] and x(0) # z(0),

which, using the variation of constants formula, means that

Cie2(0) + pi(t) + ni(t) = Cie™E(0) + pa(t) + (1),
(

Vie{l,...,N}, t€[0,T] and z(0) # z(0),
where 11;(t) = C; Sf) eA(t=%) Bu(s)ds. Since n;(t) = 0, ¥Vt >
0,i ¢ Z, and 7;(t) = 0, Vt = 0,4 ¢ Zp, we conclude that

Cie (z(0) — 2(0)) = 0,
Vie J,te[0,T] and z(0) # Z(0),
where J = {1,2,...,N}\(Z, u Ip) is a set with no less
than N — 2M elements, which is in contradiction with (ii)’.

Therefore, we have shown that (i)’ implies (i) and we have
completed the proof. O

III. ESTIMATION ALGORITHMS

From Theorem 1, we know that an /NV-output system (1) is
M -attack observable on [0, T if and only if for every subset
J of {1,2,..., N} with at least N — 2M elements, the pair
(A,C) is observable. In this case, we can construct state
estimators based on measurements from N — 2M or more
outputs on the interval [0, 7], which would provide accurate
state estimates in the presence of the attack signals n;.

An essential observation behind the design of the state
estimators proposed here is that, for each combination of the
N — M (greater than N —2M) outputs, we can construct one
state estimator that would produce a correct state estimate
based on measurements from those outputs in the interval
[0, T], in the absence of attacks 7; on the chosen outputs.
Moreover, assuming that at most M sensors have been
attacked, for each of these sets of N — M outputs, there
is at least one subset of N — 2M outputs that consists of
attack-free outputs. Hence, a state estimator based on this
subset of N —2M outputs will result in an accurate estimate.
We exploit this fact by proposing algorithms that choose
wisely among several potential estimates to obtain good state
estimates for the system (1). We propose an estimator that
uses observability Gramians for state reconstruction in finite-
time in Section III-A and an observer-based estimator in
Section III-B, which we prove to be robust with respect to
noise and disturbances.

A. A Gramian-based estimator

Assume that the system (1) is M-attack observable on
[0,T]. Given a set J < {1,2,...,N} with N — 2M or
more elements, we denote by 2 7(0) the initial state estimate
produced by the observability Gramians using the input w(t)
and the outputs y;(t), for all i € J collected in the interval
[0, T], that would be accurate if n;(t) = 0, for every i € J
and ¢ € [0, T]. One can show that such estimate is given by

2700) = Wg(0,T) 1§ e Chgs(s)ds, (9

where §7(s) = yz(s) — §; C7e*=") Bu(r)dr — D zu(s)
(where y7 and D 7 denotes the stacking of all y; and D; for
i € J, respectively) and W (0,T) = Sg AT sCTC e ds
is the observability Gramian (see [4, Section 15.5]), which
is invertible because the pair (A,Cy) is observable (by
Theorem 1).

For each subset 7 < {1,2,...,N} with N — M (= N —
2M) elements, define 77 to be the largest deviation between
the estimate # 7(0) and any estimate that uses an N — 2M
subset P < J of the outputs used to construct & 7(0):

max \xJ(O) —.”2’73(0)‘

(10)
PcJ:card(P)=N—-2M

Ty =
When all the n;, i € J are equal to zero, all the estimates
that appear in the definition of 77 will be consistent and we
have w7 = 0. This motivates the following state estimate:

z(0) = £,(0), o= arg min wg. (11)

Jc{1,2,...,N}:card(J)=N—M

When more than one 77 achieve the minimum simultane-
ously, we can choose o to be any of them. We call this
scheme a finite-time Gramian-based estimator. The following
can be proved about this state estimator.

Theorem 2: Assume that the N-output system (1) is M-
attack observable and that the attack vector 7 belongs to Nz
for some set Z < {1,..., N} with card(Z) < M. For every
initial conditions z(0) € R"* and input wu, the following
holds

£(0) = x(0), (12)

where Z(0) is the estimate produced by the Gramian-based
estimator (9)-(11). ]

Proof of Theorem 2. Since system (1) is M -attack observ-
able, we have from Theorem 1 that for any set X <
{1,2,..., N} with card(X) > N —2M, the pair (A,Cx) is
observable. Following standard developments for Gramian-
based reconstruction (see Section 15.6 of [4]), we rewrite
the estimate 74 (0) of the initial condition (9) in terms of
the true initial condition z(0) as follows

T

i (0) = W (0,7) f AT OT 0 (5)ds

0
T

_ WX(O,T)_lj AT CT Cya(s)ds — W (0, T) =)

0
T
XJ
0

+Wx(O,T)’1L

eATSCgJ Cx e~ Bu(r)drds
0
T T
et 5CLny(s)ds
T

=2(0) + WX(O,T)_lj eATSC;T(nX(s)ds,

0

13)
where 7y denotes the stacking of all n;, for ¢ € X. We
obtain the last equality since the first three (attack-free) terms
reconstruct the true initial condition z(0) exactly according
to [4, Section 15.6]. Since n = (n1,72,--.,Mn) € N7,
we conclude from (13) with X = 7 < {1,...,N}\Z



with card(Z) = N — M and also with X = P < I,
card(P) = N — 2M that

27(0) = &p(0) = =(0) (14)
which means that 77 = 0. Since 77 = 0 and o0 =

arg min 7y, we have that 7, = 0 and therefore,
X

jja (O) = JA"P (0)7

Most importantly, since we are removing an additional M
elements from o to obtain the sets P, regardless of what
o turns out to be, there is always one set P < o, with
card(P) = N — 2M for which n;(t) = 0, for all i € P,
t > 0. For this set £p(0) = x(0) and therefore we must
necessarily have &, (0) = x(0), because of (15). O

VP < o :card(P) = N — 2M. (15)

Once we obtain an estimate of the initial condition Z(0),
we can then generate the state estimate for system (1) at any
time ¢ > 0 using

t

#(t) = eM2(0) + J eA=%) Bu(s)ds. (16)
Since we obtain £(0) = =z(0) using the data u(¢) and
y(t) on the interval [0,7], we achieve a correct estimate
in finite-time, which is an advantage over the observer-
based estimator introduced in the next section. However, the
implementation of the Gramian-based estimator requires the
inversion of the observability Gramians for each interval of
time considered, which would be computationally very inten-
sive if we wanted to construct a time series of state estimates.
We will see that the observer-based estimator in the following
section, only involves the solution of ordinary differential
equations (ODEs), for which numerically efficient solvers
are widely available.

B. An observer-based estimator
We now consider an augmented version of system (1) with

a process disturbance d : [0,00] — R™ and measurement

noise m; : [0,00] — R™, ¢ € {1,..., N}, that enter the

system in the following manner:

Ax + Bu+d

Ciz + Dyu + 1y + my,

r =
Yi = i€{1,...,N}7
a7
Opposite to the attack signals 7;, all the measurement noise
signals m; may be nonzero, but are typically bounded. Our
goal is to show that the observer-based estimated proposed
below is robust with respect to the process disturbance d and

the measurement noise m;.

Following the same framework as the Gramian-based
estimator in Section III-A, we assume that the N-output
system (17) is observable through any N — 2M outputs and
construct an observer for every set J < {1,...,N} with
N — M (= N — 2M) elements as follows:

Atz +Bu+ Ls(J7 —y7)

iy =
1 ijj+Dju,

Y7 =
where the matrix Ly is chosen such that A + L;C is
Hurwitz, which is always possible since every pair (A4, C7)

(18)

is observable (and therefore detectable) in view of Theorem
1.

From the bank of ( NT o) estimates &7, we choose the
state estimate along the lines followed by the Gramian-based

estimator in Section III-A:

‘i‘<t) = ‘%o’(t) (t)a (19)

o(t) = arg min w7(t), (20)
J<{1,2,...,N}:card(J)=N—M

T7(t) = max |27 (t) —2p()], @D

PcJicard(P)=N—2M

where the state estimate Zp for P < J with N — 2M
elements is generated in the same manner as (18). The
following result states that the proposed estimator is robust
with respect to the disturbance d and measurement noise m;.
For simplicity, we also initialize all the observers to the same
condition Z(0).

Theorem 3: Assume that the N-output system (1) is M-
attack observable and 7; in (17) belongs to Nz for some set
Z c {1,...,N} with card(Z) < M. There exist constants
k, &, ¥, and Ay > 0 such that for every initial condition
2(0) € R™ and input u(t), ¢t = 0, the following inequality
holds along the trajectory of system (17):

|2(t) — &(t)| < kexp(—at) [2(0) — £(0)]

#ldling + 7 (masdmalig ) >0, @2)
for any initial conditions x(0), Z(0), Z(0) € R"=, as well as
bounded signals d and m;, i € {1,..., N}, where we denote
the stacking of all m;, i € J as m. ]

Proof of Theorem 3 . For an arbitrary set X < {1,..., N}
with card(X) = N — 2M or N — M, the state estimation
error Ty := x — Zx has the following error dynamics along
solutions to the process (17) and the observer (18):

Ty = (A+Lch)i'X_Lan—LXm)(+d.
(23)
Since A + LxCyx is Hurwitz and Zx(0) = x(0) — 2(0) =
Z(0) (as all observers are initialized at £(0) without loss of
generality), the solution to (23) satisfies
1Zx ()] < kaexp(—axt)|Z(0)] + vy [nxlo.g
+vylmallo.q + Yzlldlo,q, vt = 0,
(24)
where kx, ax, vy, 7y and 7, > 0. Since 7;(t) = 0, for all
ie{l,...,N]\Z and t = 0, we conclude from (24) with
X=7Zc{l,...,N}\Z with card(Z) = N — M that
[2z(8)] < kzexp(—azt)|Z(0)] + vylmzlo4

25
Yeldljo,g, =0 (25)

and also for any set P — T with card(P) = N — 2M, we
have from (24) with X = P that

()] < kpexp(—apt)[E(0)] +yylmelpg o6
+Yelldlo,g,  t=0.



Recalling the definition of w7 from (10), we have that

mz(t) = mg%(lﬁi(t)—fcp(t)l

= max|?z(t) —z(t) +z(t) —2p(#)]  (27)
Pl )
< |2z(t)] + max [Zp(1)] -
PcZ
From (25) and (26), we obtain
m7(t) < 2k exp(—at)[22(0)] + 2vy[mz |0,
+ 2%\\dH[07t]7 t>0, (28)

where k := max {kz, kp} and « := min {az, ap}. Observe
PcI PcI

that for every J with cardgj ) = N — M, we have at least

one set P < J with card(P) = N — 2M satisfying
[Zp(t)] < kexp(—at)|iz(0)]

+yylmplion +veldlo.y, t = 0.

Recall from (21) that Z(t) = Z,4)(t) where o(t) =
argmin  7wz(t), hence ;) (t) < mz(t). Using the

Jcard(J)=N—M

fact that 7, (t) :=

(29)

N 8 — G ()] >
PCU:carg?’g)X:N_QJW |xn'(t)( ) .’1?73( )!

, we have from the triangle inequality that

|Zot)(t) — 2p

[2(t) = Ty ()] = |To)(8)]
= |x(t) —2p(t) + Zp(t) — Lo ()]
< Zp ()| + [2p() — Lo (E)
< |Zp(8)| + o) ()
< |5Ef,f.(1f)|-|-7rj(1f)7 t=0
(30)
From (28) and (29), we have
Zo)(t)] < 3kexp(—at)|Z(0)]
+37y (max{|ms 0., Imzlljo,g}) GBD

+37ldlo,g, =0

We see that (31) satisfies (22) by setting k := 3k, @ := a,
Ny 1= 37y and 7, := 37, which concludes the proof.  []

The proposed observer-based estimator provides expo-
nential convergence of the estimates to a neighborhood of
the true states = under the assumption that the perturbed
system (17) is M-attack observable. In other words, the
robust observer (18)-(21) generates an error system that
is input-to-state stable (ISS) according to the definition of
[12] with respect to the process disturbance d and output
measurement noises m;. When there are no disturbances,
we obtain exponential convergence of the estimates to the
true states for all initial conditions.

Remark 3: The observer-based estimator only requires de-
tectability as opposed to observability in the Gramian-based
estimator, which is counterpointed by asymptotic, instead of
finite-time convergence of the states. ]

IV. CONCLUSIONS

We introduced a new notion of observability for multi-
output continuous-time LTI systems, for which a subset of
the outputs can be attacked by an adversary. A necessary
and sufficient condition is derived which allows standard
observability tests to be employed in checking whether a

system is ‘observable under attacks’. We propose two state-
estimation algorithms: a finite-time Gramian-based estimator
and an asymptotic observer-based estimator. For the latter,
we show that it provides bounded estimation errors in an
ISS-like manner in the presence of bounded disturbances and
measurement noise. Future works include the consideration
of the stabilization problem and reducing the computational
complexity of the proposed estimation algorithms.
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