
Data-Driven Robust Control Under Input-Output Stealthy Attacks

Arijit Bhowmik Shaunak D. Bopardikar João P. Hespanha

Abstract— We consider the problem of robust control of
an unknown but minimal linear time-invariant system under
input and output disturbances and adversarial manipulation.
An attacker can (i) corrupt sensor measurements (deception
attacks) and (ii) perturb the control channel (actuation at-
tacks). To address the lack of model knowledge, we adapt the
Data-enabled Predictive Control (DeePC) framework, which
constructs predictors directly from input–output data with
bounded disturbance. We formulate a finite-horizon open-
loop control problem as a two-player zero-sum game with
asymmetric information: the defender selects control inputs
based on measured data and only knows an upper bound
on disturbances, whereas the attacker has access to the true
disturbance realization and can remain stealthy by hiding
within this uncertainty set. The main contributions are (i)
sufficient conditions for the existence of a Nash equilibrium
corresponding to saddle-point policies for this game, and (ii) an
analysis of the defender’s security strategy against deception
and actuation attacks. Simulation studies on finite-horizon
control demonstrate the effectiveness of the proposed approach.

I. INTRODUCTION

Cyber–physical systems (CPSs) integrate sensing, commu-
nication, and control to enable critical infrastructures such as
autonomous transportation, industrial automation, and water
networks [1], [2]. Their reliance on networked communi-
cation, however, exposes them to malicious manipulation.
Stealthy attacks such as false data injection, sensor deception,
and actuator perturbations can cause significant performance
degradation while evading conventional monitoring [3], [4].
These attacks exploit information asymmetry, where adver-
saries leverage additional knowledge or flaws in system
design to ensure that abnormal behavior appears normal.

Most existing studies on attack detection and resilient
control assume that system dynamics are known [5]–[7].
While powerful, this assumption often limits practicality, as
accurate models of large-scale CPSs are difficult to obtain.
Data-driven approaches offer a more realistic alternative by
operating directly on input–output data without requiring
explicit models. Recent works have explored this perspective,
including data-driven attack detection, adversarial learning
of control policies, and false data injection design [8]–[10].
These results highlight the promise of data-driven methods:
by eliminating reliance on precise system models, they
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enable control and attack-detection strategies without explicit
knowledge of the system dynamics.

Within this direction, Data-enabled Predictive Control
(DeePC) [11] has emerged as a recent and powerful tool.
Rooted in Willems’ Fundamental Lemma [12], it enables
predictive control without explicit knowledge of the system
dynamics. DeePC has been extended to incorporate robust-
ness, solving a min–max optimization problem to compute
the control sequence resilient to all possible uncertainties
within a prescribed set [13].

In this paper, we study data-driven robust control under
actuation and deception attacks using DeePC. Building on
the model-based framework from our conference version
[6], we pose the problem as a two-player game: (i) the
defender minimizes tracking error and control effort using in-
put–output data, while (ii) the adversary maximizes deviation
by injecting stealthy attacks into actuation and measurement
channels. The defender knows only an upper bound on
the ℓ2 norm of the disturbance, whereas the adversary has
access to the true disturbance vector and can hide within
this uncertainty set to remain undetected. We derive sufficient
conditions for the existence of a saddle-point equilibrium for
this game and characterize the resulting defender strategy.
Our focus is on open-loop finite-horizon control, which can
naturally extend to a receding-horizon setting.

The main contribution of this paper is to establish suf-
ficient conditions for the existence of a Nash equilibrium
corresponding to a saddle-point policy. Section II presents
preliminaries, Section III the problem formulation, Section
IV the main results, Section V simulation studies, and
Section VI concludes with future directions.

II. SYSTEM DYNAMICS AND CONTROL OBJECTIVE

Consider a discrete time linear time-invariant (LTI) system

xt+1 = Axxt +But

yt = Cyxt +Dut

(1)

in a minimal representation, where xt ∈ Rn is the state of the
system, ut ∈ Rm is the input to the system and yt ∈ Rp is the
output vector ∀t ∈ Z≥0. Here n denotes the minimal repre-
sentation order of the system, m is the input dimension and p
is the output dimension. The observability matrix for system
(1) is given by Ol(Ax, Cy) = [Cy;CyAx; . . . ;CyA

l−1
x ],

where l is the lag of the system defined by the minimum
number of block rows in the observability matrix Ol(Ax, Cy)
for its rank to become n.

In this paper, we consider an unknown but controllable
LTI system, for which upper bounds on the system order n
and lag l are assumed to be available from prior knowledge.



An offline system trajectory dataset of length T , denoted by
[ud; yd] ∈ R(m+p)T , is collected from the system. From this
dataset, the Hankel matrices are constructed as in (2)–(3).
By the Fundamental Lemma (Th. 1 in [12]), these Hankel
matrices span all system trajectories of length (Tini +Tfuture),
provided that the input ud is persistently exciting of order
(Tini + Tfuture + n).

By definition, ud is persistently exciting of order L if the
associated Hankel matrix has full row rank. To guarantee this
condition for L = Tini + Tfuture + n, T must satisfy

T ≥ (m+ 1)(Tini + Tfuture + n)− 1.

[
Up

Uf

]
≜



ud
1 · · · ud

T−Tfuture−Tini+1
... · · ·

...
ud
Tini

· · · ud
T−Tfuture

ud
Tini+1 · · · ud

T−Tfuture+1
... · · ·

...
ud
Tini+Tfuture

· · · ud
T


, (2)

[
Yp

Yf

]
≜



yd1 · · · ydT−Tfuture−Tini+1
... · · ·

...
ydTini

· · · ydT−Tfuture

ydTini+1 · · · ydT−Tfuture+1
... · · ·

...
ydTini+Tfuture

· · · ydT


. (3)

The Hankel matrix is partitioned into two parts: the past
(subscript p), corresponding to the first Tini block rows
(Up, Yp) and used to encode the system’s initial condition,
and the future data (subscript f ), corresponding to the last
Tfuture block rows (Uf , Yf ) and used to predict the future
trajectories.

Using the Fundamental Lemma, a trajectory
[uini;u; yini; y] ∈ R(m+p)(Tini+Tfuture) is a valid behavior
for the given system if and only if there exists a vector
g ∈ Rng such that

[Up;Yp;Uf ;Yf ]g = [uini; yini;u; y] (4)

where ng = T − Tini − Tfuture + 1. If Tini ≥ l, then by
Lemma 1 from [14], there exists a unique initial state xini
consistent with the input-output measurements [uini; yini].
This state is reached by the input sequence uini, from which
the future trajectory [u; y] evolves. Leveraging this property,
future trajectories can be predicted directly from the initial
input–output data [uini; yini] together with the pre-collected
Hankel matrices Up, Uf , Yp, and Yf .

So, given an initial trajectory of length Tini ≥ l and
a desired output y, one can compute the vector g ∈
RT−Tini−Tfuture+1, and consequently the corresponding feed-
forward control input u = Ufg.

Consider a system tasked with tracking a reference signal
yref ∈ Rp Tfuture over a fixed prediction horizon Tfuture while
minimizing control effort. In practice, however, systems are
often affected by unpredictable factors such as measurement

noise or external disturbances, which requires one to appro-
priately modify the system equations in (4).

To address this, we explicitly model these uncertainties as
a single disturbance term, D. While we may not know the
exact nature of this disturbance, we assume it is bounded
in magnitude, such that ∥D∥ ≤ ∆D. This disturbance
term D ∈ Rnd , where nd = (m + p)Tini + mTfuture, is
strategically introduced into the system constraints to absorb
any inconsistencies and ensure the problem remains feasible
at all times. Similar approaches can be seen in [11], [13].

By accounting for the worst-case disturbance within this
admissible set, we ensure that the resulting controller is
robust to bounded uncertainties. With these conditions in
place, the robust tracking problem can be posed as

min
g∈Rng

u∈RmTfuture

max
D∈Rnd

∥Yfg − yref∥22 + ∥u∥22 + λg∥g∥22

subject touini
yini
u

 =

Up

Yp

Uf

 g +

Fd1

Fd2

Fd3

D, ∥D∥ ≤ ∆D. (5)

The matrices Fdi
(i = 1, 2, 3) act as injection matrices

that determine how the disturbance vector D contribute to
different parts of the stacked trajectory. For simplicity, we
assume that the predicted future output is disturbance-free
and is given by the direct relationship y = Yfg. The cost
also includes a regularization penalty (λg > 0) on g, which is
closely related to distributionally robust optimization formu-
lations [11]. If a solution exists, the min–max optimization
problem yields (g⋆, D⋆) as a saddle point of the objective,
representing the optimal trajectory coefficients g⋆ and the
worst-case disturbance D⋆.

III. PROBLEM SET-UP AND PLAYER STRATEGIES

Building on the attack-free robust tracking problem dis-
cussed in Section II, we now formulate a two-player game
that explicitly accounts for adversarial attacks. Player PU

selects g (implicitly u) to minimize a cost Z, as given in (6),
based on the initial trajectory measurements and the bound
∆D on ∥D∥. Conversely, the adversarial player PA attempts
to maximize Z by injecting an attack A ∈ Rna into the initial
measurement data and the system input as described in (7).
We consider two classes of attacks:

1) actuation attacks, which manipulate the actual input
signals (uini, u), and

2) deception attacks, which perturbs the actual initial
output measurements (yini).

Z = ∥Yfg − yref∥22 + ∥u∥22 (6)

uini
yini
u

 =

Up

Yp

Uf

 g +

Fd1

Fd2

Fd3

D +

Fa1

Fa2

Fa3

A. (7)

Here, (uini, yini) are the actual initial input-output sequence
measured by PA , and (uini, yini) are the corresponding



manipulated input-output sequence measured by PU . The
matrices Fai (i = 1, 2, 3) act as injection matrices that
determine how the attack vector A contributes to different
parts of the stacked trajectory.

The game involves asymmetric information: both players,
PA and PU , have access to the initial trajectory (uini, yini).
Player PA additionally knows PU ’s control action u and
the true disturbance D, whereas Player PU only knows a
constant ∆D that upper bounds D. Both players operate with
the same Hankel matrices (Up, Yp, Uf , Yf ), constructed from
attack-free input–output data [ud, yd].

In this problem formulation, we consider a basic attack
detection mechanism: if the system behavior is inconsistent
with the nominal system behavior given in (5) or violates
any norm constraint, then Player PU detects the attack and
wins the game, regardless of the value of the cost Z.

The disturbance-selection matrices are defined as

Fd1
=
[
In1 0 0

]
n1×nd

, Fd2
=

[
0 In2 0

]
n2×nd

,

Fd3
=
[
0 0 In3

]
n3×nd

,

which partition the disturbance vector D across inputs,
outputs, and future inputs.

The attack-selection matrices are binary matrices with en-
tries in {0, 1}, that specify where attack signals are injected.
An example is

Fa1
= 1n1

e′1, Fa2
=

[
0 In2

]
n2×(n2+1)

, Fa3
= 1n3

e′1,

where 1k ∈ Rk is the all-ones column vector and
e1 = [ 1 0 · · · 0 ]′ ∈ Rn2+1. This example corresponds
to a constant actuation attack (via Fa1

, Fa3
) and a

deception attack on the initial outputs (via Fa2
).

Here n1 = mTini, n2 = pTini, n3 = mTfuture and
nd = (n1 + n2 + n3).

Definition 1(Local Nash equilibrium [15]): A pair of
strategies (g⋆, A⋆) is a local Nash equilibrium of f if there
exists δ > 0 such that for any (g,A) satisfying ∥g−g⋆∥ ≤ δ
and ∥A−A⋆∥ ≤ δ, such that

f(g⋆, A) ≤ f(g⋆, A⋆) ≤ f(g,A⋆),∀g ∈ Rng and A ∈ Rna .

The following result is a useful computational tool for
finding local Nash equilibria of our game.

Lemma 3.1 (Second-order Sufficient Condition for Local
Nash Equilibrium [15], Proposition 5): Assuming f is twice
differentiable, a stationary point (g⋆, A⋆) (i.e., ∇f(g⋆, A⋆) =
0) is a local Nash equilibrium if it satisfies

∇2
ggf(g

⋆, A⋆) ≻ 0 and ∇2
AAf(g

⋆, A⋆) ≺ 0.

A stationary point satisfying these conditions is also called
a strict local Nash equilibrium.

A. PA’s best response

Given that Player PU selects the action u, Player PA’s best
response is to choose A so as to maximize the cost. Using
[uini; yini;u] and the true disturbance D, PA can solve the
robust tracking problem in (5) to obtain the corresponding

trajectory coefficient vector g⋆. Player PA selects A subject
to a stealth constraint that the system behavior has to remain
consistent with the nominal model in (5). Formally, there
must exist some g̃ within a δg-ball around g⋆, and some
norm-bounded disturbance D̃ satisfying ∥D̃∥ ≤ ∆D, that
can explain the observed trajectories in (8).

The adversarial optimization problem thus reduces to

max
g̃∈Rng ,

D̃∈Rnd , A∈Rna

∥Yf g̃ − yref∥22 + ∥Uf g̃ + Fd3
D̃∥22

subject to:
∥g⋆ − g̃∥ ≤ δg, ∥D̃∥ ≤ ∆Duini

yini
u

+

Fa1

Fa2

Fa3

A =

Up

Yp

Uf

 g̃ +

Fd1

Fd2

Fd3

 D̃. (8)

The constraints, imposed as norm bounds, ensure that the
cost remains bounded. Keeping g̃ close to g⋆ makes the ma-
nipulated data appear attack-free, while the bound on D̃ en-
sures it represents a valid system disturbance. In this setting,
the future trajectory satisfies [u; y] = [Uf g̃ + Fd3

D̃;Yf g̃].

B. PU ’s best response

Given that Player PA selects the action A (unknown to
PU ), which must be compatible with the actual, attack-
free system behavior described in (5), Player PU ’s best
strategy is to choose ĝ to minimize the cost under worst-
case assumptions on the unknown disturbance D̂ and the
unknown attack Â. Moreover, the stealth constraint on the
attacker ensures that the strategies (ĝ, {D̂,Â}) must explain
the manipulated initial behavior (uini, yini) as shown in (7).

Formally, Player PU solves the min–max problem:

min
ĝ∈Rng

max
Â∈Rna ,

D̂∈Rnd

∥Yf ĝ − yref∥22 + ∥Uf ĝ + Fd3D̂ + Fa3Â∥22
+ λg∥ĝ∥22

subject to[
uini
yini

]
=

[
Up

Yp

]
ĝ+

[
Fd1

Fd2

]
D̂ +

[
Fa1

Fa2

]
Â, ∥D̂∥ ≤ ∆D.

(9)
In this setting, the future trajectory satisfies [u; y] = [Uf ĝ +
Fd3D̂ + Fa3

Â;Yf ĝ]. When the min and max commute, we
say that (ĝ, (D̂, Â)) is a strict local Nash equilibrium, and ĝ
is a security policy for PU .

Although PU and PA have opposing goals, a saddle-
point equilibrium does not exist because of information
asymmetry: PU lacks knowledge of the true D, while PA has
access to them. Additionally, the constraints are also different
in both best response computations.

Since the optimization in (9) accounts for worst-case
assumptions on A and D unknown to PU , it results in a
security policy for PU , valid regardless of the attack A and
the true disturbance D. In contrast, (8) does not define a
policy for PA, as the optimal A can only be computed once
u is known, which is not available to PA apriori.



IV. EXISTENCE OF NASH EQUILIBRIUM

This section provides sufficient conditions for the ex-
istence of a strict local Nash equilibrium. For ease of
presentation, we introduce the following compact notation.

FD =

[
Fd1

Fd2

]
;FA =

[
Fa1

Fa2

]
;H =

[
Up

Yp

]
FD =

[
FD

Fd3

]
;FA =

[
FA

Fa3

]
;H =

[
H
Uf

]
; b =

[
uini
yini

]

â =
[
FD FA

]
; b̂ =

[
uini − Fd1

D̂ − Fa1
Â

yini − Fd2D̂ − Fa2Â

]

b =

uini
yini
u

 ; a =
[
H FD −FA

]
;Qf = Y ′

fYf + U ′
fUf .

A. PU ’s saddle-point

Assuming that PA injects an attack A that results in
(uini, yini) that is compatible with the attack free system
behavior. We provide a sufficient condition for the existence
of a saddle-point for the min-max problem in (9).

Theorem 1. Suppose there exist vectors ĝ, D̂, Â, ϑu1
, ϑu2

and scalar λu > 0 such that


2U ′

fFa3 2U ′
fFd3

2(Qf + λgI) H
′

0

2F ′
d3

Fa3
2(F ′

d3
Fd3

− λuI) 2F ′
d3

Uf 0 −F
′
D

2F ′
a3

Fa3
2F ′

a3
Fd3

2F ′
a3

Uf 0 −F
′
A

FA FD H 0 0



×


Â

D̂
ĝ

ϑu1
ϑu2

 =


2Y ′

fyref

0
0

b

 ,

(10a)

V ′
u

[
F ′
d3
Fd3 − λuI F ′

d3
Fa3

F ′
a3
Fd3

F ′
a3
Fa3

]
Vu < 0 (10b)

and
∥D̂∥ = ∆D (10c)

where Vu is any full column rank matrix such that

ImVu = ker

[
2D̂′ 0
FD FA

]
.

Then, (ĝ, (D̂, Â)) is a strict local saddle-point of PU ’s
optimization problem.

Remark 1: In view of (Lemma 2, [6]), (10b) holds if and
only if there exists some λu > 0 such that ker[FD, FA] =
{0}. This condition depends on the structure of FD and
FA, which must be such that attacks cannot be completely
masked by disturbances. Otherwise, if (10b) fails, attacks be-
come indistinguishable from disturbances, making detection
impossible.

Proof: The vectors (ĝ, (D̂, Â)) are a strict local saddle-
point for (9) if they are a strict local optima for the following
coupled optimization:

min
ĝ∈Rng

∥Yf ĝ−yref∥22+∥Uf ĝ+Fd3
D̂+Fa3

Â∥22+λg∥ĝ∥22 (11)

subject to: [
Up

Yp

]
ĝ =

[
uini − Fd1

D̂ − Fa1
Â

yini − Fd2
D̂ − Fa2

Â

]
.

The corresponding maximization problem is given by

max
Â∈Rna ,

D̂∈Rnd

∥Yf ĝ − yref∥22 + ∥Uf ĝ + Fd3
D̂ + Fa3

Â∥22 + λg∥ĝ∥22

(12)
subject to[

Fd1 Fa1

Fd2 Fa2

] [
D̂

Â

]
=

[
uini − Upĝ
yini − Ypĝ

]
, ∥D̂∥ ≤ ∆D.

For the min problem, we keep the D̂ and Â fixed, while
for the max problem, we keep the ĝ fixed. We apply the
second-order sufficiency conditions for local optimality (Th.
3 in [6]) as follows. Define the Lagrangian for problem (11)
Lu1

as

Lu1
(ĝ, ϑu1

) := ∥Yf ĝ − yref∥22 + ϑ′
u1
(Hĝ − b̂)

+ λg∥ĝ∥22 + ∥Uf ĝ + Fd3D̂ + Fa3Â∥22
For minimization, we must have

∂Lu1

∂ĝ
= 2Y ′

f (Yf ĝ − yref) + 2U ′
f (Uf ĝ + Fd3

D̂ + Fa3
Â)

+ 2λg ĝ +H
′
ϑu1 = 0.

(13)
The Hessian of Lu1

with respect to ĝ is

∇2
ĝLu1

= 2
(
Y ′
fYf + U ′

fUf + λgI
)
. (14)

A sufficient condition for ĝ to be a strict local minimum of
(9) is

v′∇2
ĝLu1

v > 0 ∀v ̸= 0, Hv = 0, (15)

i.e., positive definiteness of the Hessian on the null space of
the equality constraint. In this work, condition (15) is always
satisfied when Yf and Uf are full rank and λg > 0.

For problem (12), let us define x = (D̂, Â) and the
Lagrangian Lu2

as

Lu2(D̂, Â, λu, ϑu2
) := ∥Yf ĝ − yref∥22 − λu(∥D̂∥2 −∆2

D)

+ ∥Uf ĝ + Fd3
D̂ + Fa3

Â∥22 − ϑ′
u2
(âx− (b−Hĝ)),

gu(D̂, Â) := ∥D̂∥22 −∆2
D; hu(D̂, Â) := âx− (b−Hĝ)

∂Lu2

∂D̂
= 2F ′

d3
(Uf ĝ+Fd3

D̂+Fa3
Â)− 2λuD̂−F

′
Dϑu2

= 0

(16a)
∂Lu2

∂Â
= 2F ′

a3
(Uf ĝ + Fd3

D̂ + Fa3
Â)− F

′
Aϑu2

= 0 (16b)

Hĝ + FDD̂ + FAÂ− b = 0 (16c)

∆2
D − ∥D̂∥2 = 0 (16d)

V ′
u

[
F ′
d3
Fd3 − λuI F ′

d3
Fa3

F ′
a3
Fd3

F ′
a3
Fa3

]
Vu < 0 (16e)

Then, x = (D̂, Â) is a strict local maximum of (9). Specif-
ically, condition (10a) guarantees that (13) and (16a)–(16c)
hold, condition (10b) ensures (16e), and condition (10c)
guarantees (16d). That completes this proof.



B. Nash Equilibrium

We now state a result that provides a sufficient condition
for the existence of a Nash equilibrium (g⋆, A⋆) when PA

and PU play A⋆ and ĝ⋆, respectively.

Theorem 2. Suppose that there exist vectors
Â, D̂, ĝ, ϑu1

, ϑu2
, A, D̃, g̃, ϑa and scalars λa1

> 0, λa2
>

0, λg > 0, λu > 0 such that

[A1 | A2]



Â

D̂
ĝ
ϑu1

ϑu2

A

D̃
g̃
ϑa


=



2(Y ′
fyref − λa2g

⋆)

0
0
b

2Y ′
fyref

0
0
0


, (17a)

where

A1 =



0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

2U ′
fFa3

2U ′
fFd3

2(Qf + λgI) H
′

2F ′
d3

Fa3
2(F ′

d3
Fd3

− λuI) 2F ′
d3

Uf 0

2F ′
a3

Fa3 2F ′
a3

Fd3
2F ′

a3
Uf 0

FA FD H 0


,

A2 =



0 0 2U ′
fFd3

2(Qf − λa2I) −H′

0 0 2(F ′
d3

Fd3
− λa1I) 2F ′

d3
Uf −F ′

D

0 0 0 0 F ′
A

0 −FA FD H 0
0 0 0 0 0

−F
′
D 0 0 0 0

−F
′
A 0 0 0 0

0 0 −FD −H 0


and

∥D̃∥ = ∥D̂∥ = ∆D, (17b)

∥g⋆ − g̃∥ = δg (17c)

V ′
u

[
F ′
d3
Fd3 − λuI F ′

d3
Fa3

F ′
a3
Fd3

F ′
a3
Fa3

]
Vu < 0, (17d)

V ′
a

Qf − λa2
I U ′

fFd3
0

F ′
d3
Uf F ′

d3
Fd3

− λa1
I 0

0 0 0

Va < 0, (17e)

where Vu and Va are full column rank matrices and

ImVu = ker

[
2D̂′ 0
FD FA

]
,

ImVa = ker

 0 2D̃′ 0
2(g̃ − g⋆)′ 0 0

H FD −FA

 .

Then, (ĝ, A) is a strict local Nash equilibrium and ĝ is
also a security policy for Pu.

Proof: Let us define x = (g̃, D̃, A) and the Lagrangian
for problem (8) La as

La(g̃, D̃, A, λa1
, λa2

, ϑa) := ∥Yf g̃ − yref∥22
+ ∥Uf g̃ + Fd3D̃∥22 − λa1(∥D̃∥22 −∆2

D)

− λa2
(∥g⋆ − g̃∥22 − δ2g)− ϑ′

a(ax− b),

ga(g̃, D̃, A) :=

[
∥D̃∥22 −∆2

D

∥g⋆ − g̃∥22 − δ2g

]
; ha(g̃, D̃, A) := ax− b.

Using the second-order sufficient optimality conditions, we
characterize the solution of problem (8) . Specifically, a point
x = (g̃, D̃, A) is a strict local maximum of (8) if there exists
λa1

> 0, λa2
> 0, ϑa ∈ Rnx such that

∂La

∂g̃
= 2Y ′

f (Yf g̃ − yref) + 2U ′
f (Uf g̃ + Fd3

D̃)

+ 2λa2(g
⋆ − g̃)−H ′ϑa = 0, (18a)

∂La

∂D̃
= 2F ′

d3
(Uf g̃ + Fd3

D̃)− 2λa1
D̃ − F ′

Dϑa = 0, (18b)

∂La

∂A
= F ′

Aϑa = 0, (18c)

Hg̃ + FDD̃ = b+ FAA, (18d)

V ′
a

Qf − λa2I U ′
fFd3 0

F ′
d3
Uf F ′

d3
Fd3 − λa1I 0

0 0 0

Va < 0, (18e)

∥D̃∥2 −∆2
D = 0, (18f)

∥g⋆ − g̃∥2 − δ2g = 0. (18g)

Condition (17a) ensures that (10a) and (18a)–(18d) hold
simultaneously. Similarly, (17b) implies (10c) and (18f),
(17c) guarantees (18g), and (17e) ensures (18e). The theorem
assumptions guarantee that all conditions are satisfied jointly.

V. SIMULATION RESULT

We consider the problem of position control for a double
integrator system. The system dynamics are given by

Ax =

[
1 0.5
0 1

]
, B =

[
0
1

]
, Cy =

[
1 0
0 1

]
.

For this model, n = l = 2, the input dimension is m = 1,
and the output dimension is p = 2. Persistently exciting data
(ud, yd) are collected offline from the system to construct
the Hankel matrices. For simulation, we use the disturbance
matrices Fdi

and example attack injection matrices Fai
(i =

1, 2, 3) from Section III.
Figs. 1 and 2 illustrate how, for a fixed ∆D = 0.01,

the attacker’s ability to deviate the system from reference
tracking diminishes as the true system disturbance norm
increases from ∥D∥ → 0 to ∥D∥ → 0.01.

In both cases, the actuation attack is applied over (uini, u)
while the deception attack perturbs yini. In the first two
subplots of Figs. 1 and 2, the blue curve shows the actual
(attack-free) behavior, the green curve illustrates the system
response under attack, and the magenta curve represents the
response when the proposed robust security policy is applied.
The orange curve with markers corresponds to the injected
deception attack. The third subplot depicts the corresponding
input trajectories under these three conditions, with the
orange attack signal highlighting the actuation attack.
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Fig. 1. Signals with ∥D∥ = 0, ∆D = 0.01, λg = 1,yref = (0.5, 0),
Tini = 5, Tf = 15, T = 43, D ∈ R25, A ∈ R11.

VI. CONCLUSION AND FUTURE DIRECTIONS

This paper studied data-driven robust control of an un-
known but minimal linear system subject to unmeasured
disturbances and noise, in the presence of an attacker ca-
pable of corrupting the measured output (deception attack)
and perturbing the control signal (actuation attack). We
formulated the problem as a zero-sum game between a
defender, who selects the control signal based on the initial
system trajectory, and an attacker, who selects the attack
signals, under asymmetric information between the players
with more advantage to the attacker. The main results are
sufficient conditions for the existence of a Nash equilibrium
corresponding to a saddle-point for the defender, and the
application of this theory to finite-horizon control in data-
driven setting with quadratic cost.

Future work will explore more general information struc-
tures for the players.
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