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SUMMARY

In the context of fault detection and isolation of Linear Parameter-Varying (LPV) systems, a challenging
task appears when the dynamics and the available measurements render the model unobservable, which
invalidates the use of standard Set-Valued Observers (SVOs). Two results are obtained in this paper, namely:
using a left-coprime factorization, one can achieve set-valued estimates with ultimately bounded hyper-
volume and convergence dependent on the slowest unobservable mode; and, by rewriting the SVO equations
and taking advantage of a coprime factorization, it is possible to have a low-complexity fault detection and
isolation method. Performance is assessed through simulation, illustrating, in particular, the detection time
for various types of faults. Copyright (©) 2016 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Performing fault detection in the context of cyber-physical systems can be difficult to address
because the observability of the system can be affected. For example, having nodes with access
to only local information or special network structures along with limited local state measurements
can result in unobservable modes for the overall system.

The motivation for this work is to provide tools to detect and isolate faults in cyber physical
systems that have unobservable modes but are detectable. Current state-of-the-art techniques using
set-valued estimators are not suitable for systems with unobservable modes and non-zero inputs
as the disturbances and input signals increase the hypervolume of the set-valued estimates in each
iteration, therefore resulting in divergent estimates.

*Correspondence to: Department of Electrical and Computer Engineering of the Faculty of Science and Technology
of the University of Macau, Macau, China, and with the Instituto Superior Técnico, Universidade de Lisboa, Lisboa,
Portugal. E-mail:dsilvestre @isr.ist.utl.pt

Contract/grant sponsor: ' This work was supported by grant SFRH//BD/71206/2010, from Fundagio para a Ciéncia e
a Tecnologia. 3J. Hespanha was supported by the U.S. Army Research Laboratory and the U.S. Army Research Office
under grants No. W911NF-09-1-0553 and W911NF-09-D-0001. 4 This work was supported in part by the University
of Macau, Macao, China, under Project MYRG2015-00126-FST, in part by the Fundag@o para a Ciéncia e a Tecnologia
under Project FCT [UID/EEA/50009/2013] and in part by ONRg GRANT N62909-15-1-V177.

Copyright © 2016 John Wiley & Sons, Ltd.
Prepared using rncauth.cls [Version: 2010/03/27 v2.00]



2 D.SILVESTRE ET AL.

The importance of addressing the fault detection (or state estimation) of a group of dynamic
systems interconnected by a network is reported in [1] and later in [2], where the detection is crucial
given that a single malfunctioning node can severely impact on the overall network performance.
Applications of such systems span the areas of mobile robots, cooperating unmanned vehicles tasks
such as surveillance and reconnaissance, distributed state estimation, among others (see [3] and the
references therein).

In the case of a smart grid, a network failure or malignant action can compromise its service
which motives the use of efficient fault detection mechanisms [4], [5]. Besides failures and attacks
to the physical power grid infrastructure, one must also consider cyber attacks to its communication
infrastructure. Therefore, the problem of detecting faults and identifying where they are occurring
in a network is considered in this paper. To assess the performance of the techniques developed
herein, we adopt the linearized small signal version of the structure-preserving model, composed
by the linearized swing equation and the DC power flow equation. A comprehensive survey can be
found in [6] regarding different aspects of the design of smart grids. The importance of this problem
is reported in [7] and later in [5].

There is a rich state-of-the-art for some specific problems regarding cyber-physical systems that
can be described by the Linear Parameter-Varying (LPV) model adopted in this paper. In [3], one of
the main results is showing that the overall system of a group of dynamic systems is unobservable
when only considering relative information of the states. A transformation is introduced that allows
to perform fault detection and isolation by considering the observable subspace of the overall
system. The algorithm requires a centralized detection scheme and is only applicable to the specific
Linear Time-Invariant (LTI) model. In this paper, we derive an alternative approach based on Set-
Valued Observers (SVOs), which enables a distributed detection for the observable subspace if we
consider a strategy such that of [8].

In [8], the use of SVOs for distributed fault detection were firstly introduced for the specific case
of consensus. The overall system is modeled as an uncertain LPV system where communications are
seen as a parameter-dependent dynamics matrix. Even though, the whole system is not observable
in every time instant, for a sufficiently long time interval, the system is observable, as long as the
underlying network topology is strongly connected. Whereas in [8], each node has access to its own
state, and the state of one neighbor to which it communicates, in this paper, it is assumed that nodes
have access only to relative information. The distributed detection can also be improved by resorting
to exchanging state estimates whenever the systems communicate or take measurements by using a
similar algorithm to the one presented in [8].

The SVOs framework, whose concept was introduced in [9] and [10] (further information can
be found in [11] and [12] and references therein) is used as a way to represent and propagate the
set-valued state estimates. The approach allows us to consider virtually any kind of linear dynamics
for the agents, and also to incorporate disturbances and model uncertainties.

An alternative method to the SVOs is the use of the reachability concept to construct set-valued
estimates. The proposals in [13] and [14] both resort to this concept and use zonotopes to define
the sets where the state belongs. Zonotopes are a compromise of accuracy for performance in the
sense that they are a subclass within polytopes. In addition, unions can be computed efficiently when
compared to polytopes whereas intersections are much more efficient using polytopes. Our proposal
focus on the use of polytopes since operations introduce less conservatism than zonotopes.

For the particular case of smart grids, other proposals have also been presented by the research
community as alternative fault detection methods motived by the increased interest for this topic
by the industry. A survey focused on fault location methods for both transmission and distribution
systems can be found in [15].

In [16], faults are detected by constructing a y2-detector that computes the y? statistics of the
residuals from a Kalman filter and compares them with the thresholds obtained from the standard
distribution. Such a strategy is stochastic in nature and includes potential false-positives with a
certain probability. The alternative approach presented in this paper is deterministic and relies on a
worst-case detection. A similar stochastic detection strategy can achieved with the extension of the
framework proposed here, following the methodology described in [8].

Copyright © 2016 John Wiley & Sons, Ltd. Int. J. Robust. Nonlinear Control (2016)
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Fault detection in smart grids has also been performed resorting to the concept of Petri Nets
[17]. The procedure consists in mapping the possible concurrent actions of each of the nodes in
the network to determine the current state of the system and checking if it is compatible with the
measurements. In this article, we adopt a different methodology although the objective is the same,
in the sense that we are computing a set of all possible states of the system.

In [18], the authors study the problem of undetectable faults due to the unobservable modes of the
system. The fault detection is based on ensuring that the network is observable for a fixed number of
compromised nodes by carefully selecting which states to measure. Although the focus is slightly
different, the definition of the equation dictating the detection and isolation of faults are related. In
[19], one of the main results is to characterize detectability of faults both using dynamic and static
procedures considering the dynamics of the network and no disturbances in the model.

In a different direction, [20] and [21] show that the theoretical condition for fault detectability and
identifiability in the context of smart power grids is similar to that of detecting faults in consensus
problems and amounts to studying the zero dynamics of the system given by the difference between
the nominal “fault-free” and the one with the input fault signal. In this paper, we rewrite the
equations describing the set-valued estimates in a similar fashion, which describe fast SVO (fSVO)
in the sense they are low-complexity methods by avoiding the need to resort to the Fourier-Motzkin
elimination algorithm.

In order of importance, the contributions of this paper are as follows:

e we show how to perform fault detection and isolation with SVOs for unobservable but
detectable systems taking advantage of a coprime factorization;

e reformulation of the theoretical conditions for fault detection and isolation, which leads to
a different set of SVO equations that when coupled together with a coprime factorization
represents a more efficient method for fault detection without adding conservatism.

The remainder of this paper is organized as follows. In Section 2, we describe the generic model
for the systems to be addressed and state the problem of constructing set-valued estimates for
unobservable but detectable systems. Section 3 reviews the definitions of SVOs pointing out the
related issues. The methodology for tackling detectable systems is presented in Section 4 along with
the rewritten SVO equations to reduce the computational complexity in Section 5. The mentioned
points are illustrated in simulation in Section 6. Concluding remarks and directions for future work
are provided in Section 7.

Notation : The transpose of a matrix A is denoted by AT. We let 1,, :=[1...1]T and 0,, :=
[0...0]T indicate n-dimensional vector of ones and zeros, respectively, and I,, denotes the identity
matrix of dimension n. Dimensions will be omitted when clear from context. The vector e; denotes
the canonical vector whose components are equal to zero, except for the ith component. The symbol

® denotes the Kronecker product. The notation ||.|| refers to ||v|| := sup, |v;| for a vector, and
|A]| := a(A), for the maximum singular value . The ith coordinate of a vector v is denoted by
[v];.

2. PROBLEM STATEMENT

In this section, we introduce the problem of detecting faults in the context of unobservable but
detectable Linear Parameter-Varying (LPV) systems subject to disturbances and noise signals. A
major issue for current SVO-based methods is the requirement for system observability, which we
discuss later in this section.

We are interested in detecting and isolating faults for systems described by the model

w(k+1) = A(p(k))z(k) + B(p(k))u(k) + E(p(k))d(k)
y(k) = C(p(k))x(k) + D(p(k))u(k) + v (k)

where € R™», v € R™, represent the state and input signal of the system, respectively. Without
loss of generality, we assume that |d;(k)| < 1 and |v;(k)| < 7,VEk > 0.

(1)
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The model in (1) is a “fault-free” version of the system. When considering an unknown fault
signal f(-), it can be added through the term F(p(k))f(k) to the state equation and through
L(p(k)) f (k) to the output equation. The signal f(k) models a fault affecting the components of the
system according to the matrices F'(p(k)) and being reflected in the output through L(p(k)). This
will be used for the fault isolation in order to create a model accepting each of the faults. However,
notice that for fault detection the SVO framework is able to detect any generic fault provided that
such fault creates a sequence of measurements that cannot be produced by the “fault-free” model
and the known bounds for the initial state, disturbances and noise signals. In the remainder of the
paper, whenever clear from context, we omit the dependence on the parameter p and represent as
Ay, the matrix A(p(k)).

In [22], one of the results states that knowing an initial set containing the initial conditions for
a stable system with input u(k) = 0, Vk > 0 is sufficient to guarantee that the hyper-volume of the
set-valued estimates is bounded. However, if the system has unobservable modes and non-zero input
u, the theorem does not apply and the estimates hyper-volume can diverge. The main problem to be
addressed in this paper is how to construct set-valued estimates for detectable systems.

3. REVIEW OF SET-VALUED OBSERVERS

For the design of the proposed fault detection solution, we adopt the Set-Valued Observers (SVOs)
framework presented in [23] and in [24] which enables multiple nodes to perform the fault detection
using the local information available to them.

The remainder of this section is devoted to reviewing the type of SVOs selected, as well as its
applicability to fault detection. We define Set(M,m) := {q : Mg < m}, which represents a convex
polytope, with the operator < being a component-wise operation between the two vectors. The aim
of an SVO is to find the smallest set containing all possible states of the system at time k, X (k)
using the previous set-valued estimates and measurements of the system.

More precisely, the initial state satisfies x(0) € X (0) where X (0) := Set(My, mg), for some
My and my. Let us introduce the notation Xz (k + 1) := Set(Mg(k + 1), my(k + 1)) for the set
containing all the possible states of the system at time k£ + 1 compliant with the dynamics and
measurements over the last H iterations, the horizon. Considering an horizon greater than 1 reduces
the conservatism of the set-valued state estimate given by the initial uncertainty, as shown in [22].

The set X (k + 1), when Ay, is non-singular, are all the points for which the following inequality
holds

r om(k)+a(k,1) T
< 5
Mpy(k+1) d(k) m(k — H +1) +a(k, H)
Cri1 0 . < glk+1)+ 71
0 I®Il : 1
d(k—H+1)
I 1 _
m(k+1)

where My (k + 1) is defined by

My_1(k+1
My(k+1):= — H,}I( ) =

Mk —H+ 1A T —Mk—H+10)A"E, - —M(k—H+0)A y Erpn
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H
where u(k, H) := ZM(k - H+ I)A;EIL:ITH)B;C_THu(k — 7+ 1); the notation Z stands for
T=1

Z = {_ZZ for a matrix Z; and with a slight abuse of notation AkH = Ap -+ Ag_pgy1 and A,;H =

(Ak e Aka+1)71 for H > 0.
If, however, Ay is non-invertible, we can adopt the strategy in [25] and solve the inequality

x(k+1) 7
x(k)
d(k)
My (k+1) x(k —1) mp(k+ 1)
{m} dk=1) | =5k 4+1)+01
(k—H+ 1)
d(k — H +1)
where
Mp_1(k+1) | 0
MH(k+1) — I 0 *Eik 0 -A By mio —@ _Allc{i Er_mi1
0 0 0 0 0 0 I
00 0 0 0 (k—H+1) 0
with the base case _ . _
I —-A, -—-FEy
M1</€ + 1) = |0 0 I
0 Mk 0
and
kf + 1 Z A Bk Tu —T)
1
m(k—H+1)

The dependence on x(k),--- ,x(k— H + 1) can be removed by applying the Fourier-Motzkin
elimination method [26] and obtain the set described by M (k + 1)x(k + 1) < m(k + 1).

Lemma 1 (fault detection)
Consider a dynamic system as in (1) and an SVO that produces set-valued estimates, X (k), for
x(k), given horizon H and |d; (k)| < 1,Vk > 0. A fault occurred if Xy (k) = 0.

Lemma 1 is a direct consequence of the definition of the SVO, as an empty set means there is no
instantiation of x(k) such that the measurements are compliant with the “fault-free” model where
the signal f(k) = 0, Vi>o.

There are two major issues using the standard procedure for the aforementioned SVOs:
boundedness of the hyper-volume of the sets is only guaranteed if the system is stable with zero
input [22] (requiring the system to be observable also yields boundedness of the sets); and, the
computational time associated with the use of the Fourier-Motzkin elimination method which is of
intrinsically double exponential complexity.

4. SVOS FOR DETECTABLE SYSTEMS

In [22], it was proposed the use of the concept of left-coprime factors to bound the horizon required
for detection. This result is going to be a building block for faster SVOs (i.e., with diminished

Copyright © 2016 John Wiley & Sons, Ltd. Int. J. Robust. Nonlinear Control (2016)
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6 D.SILVESTRE ET AL.

computational requirements) in the next section. In this section, we exploit additional characteristics
of the coprime factorization to provide a guaranteed rate of convergence of the set-valued state
estimates, for the case of detectable systems (i.e. all unobservable modes of the system are stable).

Consider the system (1) but where all the exogenous signals are concatenated in u (and
correspondingly for matrices By, and Dy) so that we get the following dynamics

x(k+1) = Agx(k) + Bru(k)

y(k) = Cra(k) + Dyu(k) (2)

Proposition 1 (left-coprime factorization [27])
Let a discrete-time dynamic system described by (2) be detectable, which can be written in a

compact matrix notation as
L Ak Bk
Pty = [ 2]

[ Ak — KiCy | — Ky [ Ak — KiCy | By, — Ki Dy,
Glk) = RiCrv | R ] Qk) = { RiCr |  RiDy

where Rj, must always be a nonsingular matrix and K}, is such that A;, — K C}, is stable. Then,

and define

Figure 1. Schematic representation of the two coprime systems.

The above factorization is depicted in Fig. 1. The left-coprime factorization creates two separate
systems Q (k) and G(k) and a fault is detected whenever appropriately set-valued estimates for the
signal u; (see Fig. 1) for the two systems do not intersect.

The aforementioned technique allows to establish two convergence results for the sets produced
by the SVOs. If the system is observable, we can select the matrices K, such that all eigenvalues
of (A — KCy)"= are equal to zero for any k > n, with n, being the number of states of the
system [22]. If the system is detectable, the rate of convergence is governed by the slowest of the
unobservable modes, as shown next.

Definition 1

A sequence of sets, U(1),U(2), - -, is said to have ultimately bounded hyper-volume if there exist
€ > 0,k, > 1 such that vol(U(k)) < e for all k& > k,. Moreover, if vol(U(k)) < I‘o%, for some
I'», A > 0, then the sequence of sets is said to have 1/ convergence.

The next theorem summarizes the convergence properties of the SVOs. When referring to
an SVO producing estimates for the output signal, we mean the set of all points obtained by
applying the output equation to any point in the set-valued estimates of its internal state, i.e.,
for a coprime factor Q(k), with internal state xg(k), an SVO will return the set X (k) such
that g (k) € Xg(k) and the estimates for the output u;(k), considering R = I, is the set defined
{ur(k) : p(k) € Xo(k), u1 (k) = Cip(k) + Dru(k)}.

Theorem 1 (estimate convergence)

Consider a system P with dynamic model as in (1), with f = 0, where z(k) € R™. Further suppose
that a left-coprime factorization as in Proposition 1 exists, and that an SVO constructed for Q(k)
and G(k), providing estimates of u;(k), is designed. Finally, assume that 2:(0) € X (0), and both
|d; (k)| <1, |v;(k)|] < 1. Then:

Copyright © 2016 John Wiley & Sons, Ltd. Int. J. Robust. Nonlinear Control (2016)
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i) if P is observable, the hyper-volume of the set-valued estimates of u; (k) is ultimately bounded
and converge in a finite number of steps;

ii) if P is detectable, the hyper-volume of the set-valued estimates of w; (k) is ultimately bounded
with convergence governed by i, where oy 1= max |Ax — KipChll-

Proof

i) The proof can be found in [22] for the LTI case. It revolves around the fact that, for an
observable pair (A, C), one can place the eigenvalues of A — K C at the origin and thus obtain
a deadbeat observer such that (A — KC)"™ = 0. For the LPV case, a similar statement is true
but for the product of matrices in the last n, time instants, i.e., (Ay — KpCg)" = 0.

ii) Since the system is detectable, one can build a state observer satisfying

Bk +1) = (A~ KxCo)a(h) + L By [Zgg]

with A, — K C), being stable, which means that the state estimate can be written based on
the initial estimate as

k—1
#(k) = (Ax = KxCi)*2(0) + ) (A = KpCr)* 177 [Li By {Z(T)] .
=0

T

Since the system is detectable, take o, as defined in the statement of the theorem, which
means ||(A — K,Cy)*2(0)|| < ok, /12(0)|| and, therefore, an overbound for the set-valued
estimate can be written as

[ygﬂ H + ok lI#(0)]).

T

k—1
()] < 3 4w = | e )|
7=0

Given the exponential rate of convergence associated with the term in Z(0) let us look at the
remaining term

k—1

>l e o) [40]] < S e w47
<=2 i ) g 20

which concludes the proof since the set-valued estimates are bounded and its worst-case is
governed by 1/0max.

O

5. FAST SVOS

In the previous section, a left-coprime factorization was used to obtain a bound on the necessary
horizon for the SVO-based fault detection approach, thus eliminating unnecessary computational
complexity of considering all past measurements. However, the computational complexity is also
tied to the use of the Fourier-Motzkin elimination method (see Section 3) to remove the dependence
on past instants, which has a doubly exponential complexity. In this section, we reformulate the
SVO equations in order to have the dependency on a single point in time and avoid the use of
Fourier-Motzkin elimination method. The new set of equations make the computation of the sets
lose its iterative property which is resolved by using the left-coprime factorization to remove the
conservatism added by discarding the restrictions associated with the previous sets.

Copyright © 2016 John Wiley & Sons, Ltd. Int. J. Robust. Nonlinear Control (2016)
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8 D.SILVESTRE ET AL.

Consider the faulty system with no noise, no disturbances, and no other inputs apart from the fault
(which to avoid misinterpretations, we label as f and corresponds to w in the notation of [19] and
[21]). Then, the dynamics in (1) becomes

z(k+1) = Apx(k) + Fi f(k)

y(k) = Crpx(k) + Li. f (k).
To include other signals such as a disturbance affecting the state and a noise factor, we can use
[éé:ﬂ and replace accordingly the matrix Fy, by [Fy  Ey] and Ly by [L,  Ni].

By resorting to the factorization in Proposition 1 and the results in Theorem 1, i.e., convergence
in finite-time if the system is observable or an asymptotic rate of convergence if the system is
detectable, it is possible to remove the use of the projection step. The main advantage is avoiding
the Fourier-Motzkin elimination method at the expenses of not maintaining an estimate for the
current state.

In the construction of the proposed SVO, it is helpful to introduce the definitions of fault
detectability and fault identifiability. These definitions do not resemble to SVOs for all possible
time-varying system matrices and the objective is not to check if the equations to all such possible
sequences. However, given a specific sequence of system matrices, they correspond to the SVO
equation.

Definition 2 (fault detectability [19])
Consider a system with model given by (2) and a fault profile f(k),0 <k < k;. A fault f; is
detectable in k; time instants if there does not exist 2:(0) € R™= that satisfies
k—1
CrAf(0) + > CrAF T fi(r) + Lifu(k) =0 3)
7=0
forall 0 < k < k.
Notice that (3) can be rewritten in vectorial form as

—Li.f1(0)
Ch —CyFi f1(0) — Li f1(1)
CrAx .
. z(0) =
: ky—1
Ci ! - Z CrAp ™ T fi(7) = Licfi (ki)
=0 |

We also introduce a similar definition regarding the identifiability of the faults.

Definition 3 (fault distinguishability)

Take a system with model given by equation (2) and a fault profile fo(k),0 < k < k;. Fault f, is
distinguishable in k; time instants from fault f; if there does not exist x(0) € R"= that satisfies
Cy, L o - 0770
CrAy CyF 0 0 fi(1)
: - " - : : =M
CpAke oAl ph o op R L] [k
where F,f ' and L,{l are the matrices associated with fault f; and
I —Ly f2(0) |
—CrFy f2(0) — Li f2(1)
myg, = .
ke—1
= > CRANT T fo(7) — Ly fo(k)
=0 _
Copyright © 2016 John Wiley & Sons, Ltd. Int. J. Robust. Nonlinear Control (2016)
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Figure 2. Flowchart of an iteration of the Fast SVO algorithm which takes as input the coprime factorization
and decides if the model is invalid or still valid.

In the above definitions, for two different fault signals f; and f», we define 2(0) = z1(0) — 22(0)

where 21 (0) and z5(0) are the initial conditions for the system using f; and f respectively.

In order to perform fault detection, we will have to consider the nominal “fault-free” model and
distinguish it from the actual system for which we have measurements y(k). Considering model
(1) with disturbances and noise signals and using the above definitions, we can rewrite the SVO
equations so as to make all the inequalities be written using a single time instant, i.e., all inequalities
pose constraints on the 2:(k — H) variable. The new set of inequalities for the SVOs are:

I Cy L 0 - 07 - ;
CrAk Ci Fy, 0O --- 0 y(k — H)
= < e 5 - dlk — H y(k
CRAy  CRAP By - Gy Ly | | A= H)] y(l) @
0 I 0 - 0 : = _
: . . : d(k) :
: . . g 1
0 0 0 I m(k — H)
| M(k— H) 0 0 0 - -

The above SVO equation is no longer an iterative solution since it is not possible to obtain estimates for
xz(k — H) and obtain M (k — H) and m(k — H). Nevertheless, we can assume a sufficiently large set and
use the coprime factorization presented in the previous section to remove the conservatism of that overbound.
In essence, (4) will be applied to the LPV models of the coprime factors of (1) by replacing the matrices
according to Proposition 1.

The Lemma 1 can be reformulated for the novel SVO equations obtaining:

Lemma 2 (fault detection)

Consider a dynamic system as in (1) and an fSVO defining the inequalities for zg(k — H) and zg(k — H)
of the coprime factors Q(k) and G(k) given by Proposition 1 with sufficiently large sets such that
zg(k— H) € Xg(k— H) and zg(k — H) € Xg(k — H). A fault occurred if there is no solution to the
inequalities (4) for both coprime factors.

Lemma (2) comes directly from the fact that if there are no solutions to (4), the “fault-free” model does
not correspond to the real system. Fault isolation can be performed by invalidating the models for all the
remaining faults. For each of the ¢ considered faults, we define pairs of matrices (F}, L) such that only
that fault is modeled, thus creating ¢ possible models for the system. If the faults are identifiable, then all
SVOs become empty except for the one which represents the correct fault model. If multiple faults are to be
considered we could use a scheme such as the one presented in [28].

A decision regarding the model for each possible fault being compliant with the measurements is made
based on the algorithm presented in Fig. 2. The sets X /! and X, 51 denote, respectively, the set of possible

Copyright © 2016 John Wiley & Sons, Ltd. Int. J. Robust. Nonlinear Control (2016)
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10 D.SILVESTRE ET AL.

values of output u; for the cofactor system G(k) and Q(k). Testing if X“* is the empty set amounts to
solving a feasibility program of existing a point in X and another in X such that the outputs of the
subsystems G(k) and Q(k) are the same.

An important issue regarding the fSVOs is that they are not suitable for state estimation. As all the
inequalities are written with respect to z(k — H), no estimates are available for z(k). In the standard SVOs,
restrictions concerning the state in all last H iterations are then projected to depend solely on the current
time instant. Following this reasoning, no iterative computation of the set-valued estimates is possible, which
makes them not suitable for state estimation. In addition, following the factorization, the two SVOs for
subsystems Q(k) and G(k) have states that are internal to each of the subsystems and, therefore, are not
related to the original system state x (k). Nevertheless, for applications such as fault detection and isolation
and model invalidation, they are suitable as the state itself may be disregarded.

6. SIMULATION RESULTS

In this section, we present a set of simulations illustrating the fault detection mechanism described in this
article. In particular, we are interested in comparing against the approach of performing a canonical Kalman
decomposition, which is valid only for the LTI case whereas our proposal addresses the broader class of LPV
systems. This distributed fault detection architecture reduces the dependability on a single centralized point
of detection, offering a more robust fault detection strategy but increasing the aggregated computational
power, since each node acts itself as a detector. We start by analyzing the example described in [3] which
resorts to the Kalman decomposition for a particular example.
Recovering the example, each subsystem is a flexible link robot dynamic system modeled as:

é: 0o 1 0 o1 [ e 0 0 0
pim | |- — B Keo g i | (R | fE | 0|,
.. = m m m . Im Jm

9; (}){ 0 3 0 . 1 0} + ) u + 0 f + mogh d
I 1 (LB B R B

vi= Y Cla;— )

J€T:

for ¢ < N and C = [I3 03x1]. The states represent the angular position and velocity of the motor shaft
(6%, and w'™), and the angular position and velocity of the link (67 and w"*). For further details on the
subsystems dynamical models, the interested reader is referred to [3] and the references therein. The network
topology is selected at random in each time instant with 25 nodes, a minimum and maximum degree of the
interconnection graph of 1 and 3, respectively. We assume that the topology is available to the nodes so
that the parameter p can be determined. The system is discretized using a sampling time of 0.01 seconds,
and the simulations are run for 100 discrete time steps. The simulations displayed are the result from the
computations at node 1.

We consider three different scenarios: one where a subsystem has an actuator fault represented by a
constant fault signal; a second where this fault is random across time; and a last one where no fault is
injected, but the predefined bounds for the disturbance are not satisfied. Each scenario aims to illustrate a
different aspect of the detection algorithm.

We start by considering a fixed topology so that the system becomes a Linear Time-Invariant (LTI)
model. The Kalman decomposition is performed by applying the state transformation specific to the case of
subsystems with relative measurements [3]. A standard SVO is then designed for the observable subspace.
The aim is to show that detection for this case is possible although the conservatism is not removed since
we did not perform the coprime factorization. Figure 3 depicts the detection of the algorithm using SVOs.
The red and green lines represent the upper and lower bounds of the state variable for the angular position
of node 1. These are obtained by projecting the set of estimates onto the coordinate corresponding to this
variable. When the state of the system crosses one of the bounds, the corresponding observation will produce
an empty set, as none of the admissible state realizations is compatible with the input/output sequences.

In the simulation, we also designed the SVOs for the coprime factors obtained from the system
corresponding to the observable subspace and compared it with the proposed method of designing the SVOs
for the original detectable system. The two strategies produced the same results for the LTI case. However,
the Kalman decomposition is defined only for LTI systems and, therefore, one of the advantages of the
proposed technique is to make it possible to construct the SVOs oblivious to unobservable modes as long as
they are stable.

The next simulations were conducted using the proposed factorization-based implementations of the
SVOs for the LPV system. In Fig. 4, it is shown the detection time for the case of a constant actuator fault,
as a function of the associated amplitude. As soon as the magnitude of the signal rises slightly above the
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Figure 3. Example of a simple fault detection where the state of the system (blue line) crosses the upperbound
(red line) of the state given through the projection of the set-valued estimate onto the corresponding
coordinate.
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Figure 4. Detection times when varying the magnitude of a constant fault.

bound considered for the disturbances, the fault is detected, as the model with f = 0 is not able to generate
state realizations compatible with this fault.

Based on the previous results, we investigate fault profiles that hinder detection. Intuitively, the faults
harder to detect are likely to behave as modeled disturbances. Following this reasoning, we consider the
case where the fault is stochastic with uniform distribution with support on the interval from zero to the
maximum magnitude in order to determine its impact. Figure 5 shows the mean detection time for the
simulated case for a Monte Carlo experiment with 1000 runs. It is noticeable that the detection requires a
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Figure 5. Mean detection times when varying the maximum magnitude of a random fault.

higher magnitude than the constant case, due to the fact that the fault signal magnitude is lower than the
deterministic case most of the times.

It should be stressed that the SVOs provide means to tackle a wide range of models for the dynamic
system. We take advantage of this fact to further evaluate the proposed method in a more demanding
scenario. By definition, every fault is going to be detected as long as the measurements do not comply with
the assumed fault-free model. For this reason, we introduced unmodeled stochastic uniformly distributed
disturbances, with support on the interval from zero to the maximum magnitude, to the state of the system.
Notice that in the dynamics of the subsystems, the disturbances only affect the variable w*¢ which makes the
detection troublesome.

Figure 6 shows the mean detection times for the unmodeled disturbances case for a Monte Carlo
experiment with 1000 runs. The fault is only detected when its maximum magnitude reaches above 1, which
is clearly above the previous required magnitude values for the fault signal.

The fault isolation scheme was also simulated using the aforementioned example. Two different faults
were considered, namely f1(k) :=[c 0]T and fa(k) := [0 |7, for a varying constant c. The simulation
run 3 SVOs: an SVO for the “fault-free” model for fault detection; another that considered By, f1 (k) for
determining that f; is not the current fault; and, a similar to the latter but considering f2 (k). Fault detection
means the first SVO produced an empty set and upon that event, isolation of the faults is determined when
only one of the SVOs is not producing the empty set. In this simulation, after 20 time instants, fault f; is
injected in the system.

Figure 7 reports the detection and isolation times for fault f;. We point out that the constant ¢ cannot
be directly compared with the bound for the disturbances without taking into account the small values in
matrices By,. Figure 7 presents 1000 montecarlo runs, but is interesting that in some of the runs, isolation
(i.e., SVO for fo reports the empty set) happens before the detection as both fault signals have different
directions and contribute to a quicker violation of the bounds for the disturbances.

In order to illustrate our main result for detectable systems, we simulated a simple example where by
construction the system is unobservable but we can tune the eigenvalues of the dynamics matrix. Consider
the dynamic system given by

Amax 1 0
A= { o _%}7B: M,o:[o 4],D=o.

where by selecting the value of Amax, we tune the unobservable mode. For this example of a system with
two states, it is always unobservable and we resort to the left-coprime factorization proposed in [29]. In Fig.
8, it is depicted the hypervolume of the sets for the case of fast unobservable modes (selecting Amax = 0
yields eigenvalues of A — K'C' equal to zero and slow unobservable eigenvalues of the term A — KC, by
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Figure 6. Detection time for a fault free system but with unmodeled disturbances.
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Figure 7. Detection and isolation of fault f; in the system.

setting Amax = 0.74). For the fast unobservable modes case, the size becomes constant after 2 time instants
corresponding to the size of the state space and following the results in Theorem 1. When the eigenvalues
are slow, the convergence is asymptotic, in the sense of Definition 1, and slower when compared to the fast
mode case.

The key point to note when using the fSVOs is that the uncertainty of the initial state is removed after
the horizon as given by Theorem 1. This feature is crucial for the procedure since by not having an iterative
algorithm there is no available estimate for the state z(k — H). However, Fig. 9 illustrates the results for the
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Figure 8. Hypervolume of the set corresponding to the system G for eigenvalues of A — KC close to zero
(magnitude under 2.3 X 1072) and with Amax = 0.74.
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Figure 9. Hypervolume of the set corresponding to the system G for eigenvalues of A — K C close to zero
(magnitude under 2.3 X 10~2) and uncertainty of 1 and 10° for the initial state.

fast unobservable modes case when we start with an uncertainty equal to a hypercube of side 1 and 105.
As expected, after two time instants the size of both set-valued estimates for the internal state of system
G are equal and remain constant for the rest of the simulation. In Fig. 10, we present the median and
quartiles (25% and 75%) for the running time of a single iteration of the SVOs against the fSVOs for 1000
runs. It is worth pointing out that the small horizon and the fact that we are using hyper-parallelepiped
approximations for the projections already make the SVOs considerably efficient. Nevertheless, fSVOs
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Figure 10. Running time of the SVOs compared with the fSVOs.

still reduce the computational time to almost half when compared to the SVOs using the same coprime
factorization.

We also simulated the smart power grid network case, as another example of a cyber physical system. We
consider the well-known test bed example IEEE 14 bus system [30] with sampling period of 1 second and
run the simulations for 20 seconds.

Another interesting point to be illustrated is how SVOs can isolate faults. In the former simulations the
ability of the method was presented for fault detection and a simple strategy would be to design an SVO
for each of the faults and when only one SVO is active, the fault is identified. However, such procedure
entails a combinatorial number of SVOs. As an example, for 5 generators and assuming a maximum of 2
simultaneous faulty generators would require 15 SVOs (one for each single generator failing and one for
each pair of faulty generators). We now illustrate that by designing an SVO aggregating generator faults, it
is possible to identify faults resorting to fewer SVOs. We consider two SVOs: 1) all generators are injecting
random signals; 2) generators 1, 2 and 3 do not suffer any fault and their rotor angles are not corrupted.

In simulation, a fault was reported after two seconds by SVO 2 (i.e., its estimated set was empty), which
means a fault occurred in at least one of the first 3 generators. By applying iteratively this method it is
possible to isolate a fault by constructing SVOs using the past measurements and perform a binary search
over the possible faults. If we assume only 1 generator can fail at a time, we need [logy n] steps in the
binary search and design two SVOs at each step mapping half of the faulty nodes. For the general case of F
possible faulty generators, we have the expression [f logy n].

7. CONCLUSIONS

This paper addressed the problem of detecting faults in a distributed environment when the overall system of
systems has stable unobservable modes (i.e. it is detectable). Standard SVOs require observability, otherwise
the estimates might diverge, which means that the hypervolume of the produced set-valued estimates can
tend to infinity as time progresses. In addition, standard SVOs include operations that are very costly in
terms of computational time, which diminishes their applicability to time-sensitive plants.

Nevertheless, SVOs were adopted due to their ability to cope with asynchronous measurements and allow
general models that can incorporate both physical systems and their interconnection with networks. By
performing a left-coprime factorization, we were able to show that these observers can also be designed for
detectable systems with guaranteed convergence rates for the estimates. These are of prime interest as they
mean that conservatism in prior estimates has an effect that is at least exponentially going to zero. Building
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on this result, we were able to rewrite the equations of the SVOs to mimic the theoretical conditions for fault
detectability and identifiability and, therefore, avoid the use of the Fourier-Motzkin elimination method, as
the whole set was written in terms of a fixed time instant, thus speeding up the computations. The initial
uncertainty also vanished due to the convergence property of the estimates.

Simulation results have shown that when the maximum magnitude of a fault exceeds the disturbance
bounds, the detection occurs and the time before declaring the faulty state goes to near the size of the state
space. Both constant and stochastic faults were simulated using a group of flexible link robotic models. In
addition, the SVOs were capable of detecting deviations from the model for the disturbances and declaring
faults whenever the model was not compatible with the measurements. An application to a smart grid was
used to illustrate the effectiveness of the detection procedure for cyber-physical systems.
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