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Abstract— We consider output-feedback robust control
of a linear system subject to disturbances and noise
and in presence of an attacker who 1) can corrupt the
measured output (deception attack) and, 2) can introduce
perturbations to the control signal (actuation attack). We
consider an open-loop control problem over a finite horizon
which models the scenario where feedback control could
be stopped if one is certain that an attack is ongoing.
We formulate this problem as a zero-sum game between
a defender that selects the control signal based on a
measured output and an attacker that selects the attack
signals. The game has asymmetric information in that the
defender only knows the measured output, whereas the
attacker knows additional information, which includes the
value of initial conditions and disturbances/measurement
noise. The main contributions are (i) sufficient conditions
for the existence of a Nash equilibrium corresponding to
a saddle-point for the defender and (ii) a computationally
efficient procedure to compute a pair of policies that form
a Nash equilibrium for the game. We apply the procedure
to a finite horizon linear quadratic control problem.

I. INTRODUCTION

Networked control systems (NCS) have become
prevalent in several domains over the past few decades.
Although the systems enable advancements in perfor-
mance and features, significant vulnerabilities have been
reported in domains such as industrial power plants
[1], automotives [2], and water networks [3]. Attackers
may leverage flaws in the design of the NCS to launch
coordinated deception attacks by covertly modifying
the controller signals and the measurement values to
ensure that while the system performs abnormally, the
measurements appear to be perfectly normal. This paper
addresses one such problem of controlling a system
under coordinated actuation and deception attacks.

In the CPSs security research literature, authors have
been considering various models of attacks. In [4]
and [5], the authors have considered false data injections
on static estimators. This attack is modeled as corruption
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of measurements that are used for state estimation.
Conditions on the system properties that prevent these
attacks are derived in [6], where the authors show that an
attack exists if and only if the system dynamics have an
unstable mode and the associated eigenvector satisfies a
technical assumption. More recent work, [7],[8] and [9],
provide methods to change the system model so that a
class of stealthy attacks on the actuators or sensors can
be detected. In [10] the authors provide a more general
framework to analyze several types of attacks on power
systems and networks. In particular, general conditions
for attack detection and identifiability for descriptor
linear time-invariant systems are defined. Fundamental
limits on the reconstruction of the initial state from
attacked measurements have been analyzed in [11]. This
result has been extended to the case of noise in the
sensors along with a coding theoretic interpretation for
the noiseless case in [12].

Game theory provides a rigorous framework to model
adversarial reasoning problems. Early work in control
theory was based on mini-max design, to account for
worst-case realizations for the uncertainty [13]. The
problem addressed in this paper is also related to a type
of game termed as signaling game. Recent works in
this area have addressed the problem of estimation of
a variable using one or multiple sensors which try to
deceive a remote receiver, which has access to side in-
formation, in believing a different value for the quantity
to be measured [14]. [15] analyzed the set-up in multiple
dimensions and characterized both, simultaneous and
sequential formulations. Game theory has been applied
in the past to cases in which the exact statistics of the
input and measurement noise are unknown [16], and
extended to the case of state constraints [17].

This paper considers the output-feedback robust con-
trol of a linear system subject to disturbances and
noise that cannot be measured and an attacker that can
both, corrupt the measured output (deception attack) and
introduce perturbations to the control signal (actuation
attack). We consider an open-loop control problem over
a finite horizon which, in principle, could be solved
repeatedly in a receding horizon fashion.



We formulate this problem as a game between player
PU who selects the control signal U based on a measured
output Y and player PA who selects the attack A. We
consider a zero-sum game where PU wants to minimize
a controlled output Z, whereas PA want to maximize
it. However, the game has asymmetric information in
that PU only knows Y , whereas PA knows additional
information, which includes the value of initial condi-
tions and disturbances/measurement noise. We place no
physical constraints on the attack A, other than one that
player PU wins if PA selects an attack that would lead
to a measured output Y that is incompatible with the
absence of an attack. This models a realistic scenario
where feedback control would be stopped if one is
certain that an attack is taking place.

The main results of this paper are:
1) Sufficient conditions for the existence of a Nash

equilibrium corresponding to a saddle-point for PU

(Section III), and
2) A computationally efficient procedure to compute

a pair of policies pU,Aq that form a Nash equilib-
rium (Section IV).

This paper is organized as follows. Section II presents
a formal problem statement. The main results are pre-
sented in Sections III and IV. Numerical results on finite
horizon control of an LTI system are presented in Sec-
tion V. Conclusions and future directions are presented
in Section VI. Due to space constraints, complete proofs
are made available in an online technical report [18].

II. PROBLEM FORMULATION

We first describe an attack-free version of our robust
control problem and then introduce the attack model.

A. The attack-free case

Consider a control problem where we want to select a
vector of control inputs U P Rnu to minimize the norm
of a controlled output vector

Z “ Z0 ` Fxx0 ` FuU ` FdD P Rnz , (1)

where D P Rnd denotes an unknown disturbance, x0 P

Rnx an unknown initial state, and Z0 P Rnz a known
constant vector. We shall see in Section II-C that this
model is applicable to the control of a linear system,
in which case U , D, and Z include the values of the
control input, a disturbance/noise, and the controlled
output, respectively, over a finite time horizon. In this
case, we would be solving an open-loop control problem
over a finite horizon. While this problem could be solved
repeatedly in a receding horizon fashion to generate a
feedback control, here we focus on a single horizon.

To minimize }Z}, the control designer knows a bound
∆ for the norm of the disturbance and has access to a
measured output vector

Y “ Gxx0 `GdD P Rny (2)

that provides information about x0 and D. For simplic-
ity, we assume that the effect of U has been subtracted
from Y . A robust controller would then select U to
minimize the following worst-case criteria:

min
UPRnu

max
x̂0PRnx , D̂PRnd ,

}D̂}ď∆, Y“Gxx̂0`GdD̂

}Z0 ` Fxx̂0 ` FuU ` FdD̂}
2,

where the inner maximization considers worst-case val-
ues for the initial condition/disturbance compatible with
the measured output Y . This minimization is finite if

kerGx Ă kerFx,

which means that

Gxx0 “ 0 ñ Fxx0 “ 0. (3)

This is essentially an observability condition that re-
quires an “unobservable” initial condition x0 to have
no effect on Z.

B. The attack case

In this paper, we are interested in a two-player version
of the problem described above: as before one player PU

selects the control U P Rnu to minimize the norm of the
controlled output Z based on the measured output Y , but
we now have a second player PA who tries to maximize
the norm of Z by injecting an attack A P Rna both in
Z and Y to maximize the norm of Z:

Z “ Z0 ` Fxx0 ` FuU ` FdD ` FaA P Rnz , (4)
Y “ Gxx0 `GdD `GaA P Rny . (5)

The injection of A in Z corresponds to an actuation
attack, where PA tries to directly steer Z, while the
injection of A in Y is a deception attack where PA tries
to compromise the information available to PU.

The game has asymmetric information in that PA

knows the exact values of the variables x0 and D,
whereas PU only has indirect information about these
variables. Specifically, PU knows a constant ∆ that upper
bounds }D} and observes the measured output Y . In a
practical problem, the control designer may not know if
the system is under attack so we include in our problem
formulation a basic attack detection mechanism: if the
measured output Y cannot have been produced by the
attack-free model (2), then PU declares that it is under
attack and wins the game, regardless of the value of Z.
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Definition 1 (Nash equilibrium): We say that a pair
pA,Uq is a Nash equilibrium for the game if none of
the players regrets its choice once it learns the choice of
the other player. Specifically, this means the following:

1) Given that PU selects the action U , PA’s best re-
sponse is A in the sense that this action maximizes
}Z}, subject to the constraint that its action must
result in a measured output Y that is compatible
with the attack-free model (2). Specifically, A
achieves the maximum of

JapU, x0, Dq–

max
APRna ,x̃0PRnx ,

D̃PRnd

}Z0 ` Fxx0 ` FuU ` FdD ` FaA}
2

subject to }D̃} ď ∆,

Gxx0 `GdD `GaA “ Gxx̃0 `GdD̃. (6)

Therefore the action A must result in a measured
output that is compatible with the attack-free
model (2).

2) Given that PA selects the action A (which must be
compatible with the attack-free model (2)), P1Us
best response to the measurement Y – Gxx0 `
GdD`GaA is U in the sense that this action min-
imizes }Z} under worst-case assumptions on x0,
D, and A. Specifically, U achieves the minimum
of

JupY q– min
UPRnu

max
x̂0PRnx , D̂PRnd ,

ÂPRna

}Z0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂ}
2

subject to }D̂} ď ∆,

Y “ Gxx̂0 `GdD̂ `GaÂ. (7)

When the min and max in (7) commute, we say that
PU’s policy is a saddle-point. l

The definition below addresses the case where the
optima in (6) and (7) are not global.

Definition 2 (Strict local Nash equilibrium): When
the optima in (6) and (7) are strict local optima1 (rather
than global optima), we say that the pair pA,Uq is
a strict local Nash equilibrium (rather than a Nash
equilibrium). When the strict local min and max in (7)
commute, we say that U is a strict local saddle-point
for PU. l

1We recall that a vector x is a strict local maximum to

max
xPRn, gpxqď0, hpxq“0

fpxq.

if there exists an neighborhood X Ă Rn of x such that fpxq ą fpx̄q
for every vector x̄ P X ztxu such that gpx̄q ď 0 and hpx̄q “ 0. Strict
local minimum is defined in an analogous fashion.

Although the two players have opposite goals, the
definition of Nash equilibrium in Definitions 1 and 2
do not correspond to a saddle-point equilibria (i.e., they
do not correspond to the commutation of min and max
operations) because of the information asymmetry.

Remark 1 (Security policy for PU.): Since player PU

has access to all the information needed to perform the
optimization in (7), this optimization implicitly defines a
policy for PU, in the sense that it maps each observation
Y to an action U . Moreover, since this optimization
considers worst-case assumptions on all the variables
x0, D, and A unknown to PU, it results in a security
policy for PU with security value equal to JupY q, in
the sense that the true cost }Z} is never worse than
JupY q, regardless of the action A selected by PA and
the true values of the initial state x0 and disturbance D.
In contrast, (6) does not really define a policy for PA

because it only permits the computation of the optimal
A once we know the value of U , which is not known a
priori by PA. l

Remark 2 (Special case: Bounded initial state): The
case of x0 P X Ă Rn, where X is a compact set,
becomes a special case of the problem formulation. In
this case, we can define a single vector D “ rx10 D

1s1

and consider it as the disturbance instead. In this case,
the corresponding Gx and Fx will be zero. Further, the
optimal solution will always be finite.

C. LQ finite-horizon control of LTI systems

Consider the finite-horizon control of the LTI system

xpt` 1q “ Axxptq `B
`

uptq ` dinputptq ` aact

˘

,

@t P t´L, . . . , 0, . . . , T ´ 1u, (8a)
yptq “ Cyxptq ` dnoiseptq `Dyadecepptq,

@t P t´L,´L` 1, . . . , 0u, (8b)
zptq “ Czxptq `Dzuptq,

@t P t1, 2, . . . , T u, (8c)

where xptq denotes the systems state, uptq the control
input, dinputptq an (unmeasured) input disturbance, zptq
the output to be regulated, yptq the measured output,
dnoiseptq measurement noise, adecepptq a deception at-
tack, and aact a constant actuation attack. The mea-
surements yptq are collected over a (past) horizon t P
t´L,´L ` 1, . . . , 0u and we want to minimize the 2-
norm of a controlled output zptq over a (future) horizon
t P t1, 2, . . . , T u.

The control of (8) can be mapped to the problem
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formulation (4)–(5) in Section II-B by defining

U –

»

—

–

up0q
...

upT q

fi

ffi

fl

, D –

»

—

—

—

—

—

—

—

—

–

dinputp´Lq
...

dinputpT ´ 1q
dnoisep´Lq

...
dnoisep0q

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

,

A–

»

—

—

—

–

aact

adecepp´Lq
...

adecepp0q

fi

ffi

ffi

ffi

fl

, x0 – xp´Lq,

Y –

»

—

–

yp´Lq ´ yhp´Lq
...

yp0q ´ yhp0q

fi

ffi

fl

, Z –

»

—

–

zp1q
...

zpT q

fi

ffi

fl

where yhptq denotes the value of the measured output
yptq in the absence of a control input. We then obtain the
matrices Fx, Fu, Fd, Fa, Gx, Gd, Ga using the variation
of constants formula:

yptq ´ yhptq “ CyA
t`L
x xp´Lq ` dnoiseptq `Dyadecepptq

`

t´1
ÿ

τ“´L

CyA
t´1´τ
x B

`

dinputpτq ` aact

˘

zptq “ CzA
t`L
x xp´Lq `Dzuptq

`

t´1
ÿ

τ“´L

CzA
t´1´τ
x B

`

upτq ` dinputpτq ` aact

˘

,

which lead to

Gx “

»

—

–

Cy
CyAx

...
CyA

L
x

fi

ffi

fl

, Z0 “

»

—

—

–

ř´1
τ“´L CzA

´τ
x Bupτq

ř´1
τ“´L CzA

1´τ
x Bupτq

...
ř´1
τ“´L CzA

T´1´τ
x Bupτq

fi

ffi

ffi

fl

,

Gd “

»

—

—

–

0 0 0 ¨¨¨ 0 I 0 ¨¨¨ 0
CyB 0 0 ¨¨¨ 0 0 I ¨¨¨ 0
CyAxB CyB 0 ¨¨¨ 0 0 0 ¨¨¨ 0

...
...

...
...

...
...

...
CyA

L´1
x B CyA

L´2
x B CyA

L´3
x B ¨¨¨ 0 0 0 ¨¨¨ I

fi

ffi

ffi

fl

,

Ga “

»

—

—

–

0 Dy 0 0 ¨¨¨ 0
CyB 0 Dy 0 ¨¨¨ 0

ř1
τ“0 CyA

τ
xB 0 0 Dy ¨¨¨ 0

...
...

...
...

...
řL´1
τ“0 CyA

τ
xB 0 0 0 ¨¨¨ Dy

fi

ffi

ffi

fl

,

Fd “

»

—

–

CzA
L
xB CzA

L´1
x B CzA

L´2
x B ¨¨¨ 0 0 ¨¨¨ 0

CzA
L`1
x B CzA

L
xB CzA

L´1
x B ¨¨¨ 0 0 ¨¨¨ 0

...
...

...
...

...
...

CzA
L`T´1
x B CzA

L`T´2
x B CzA

L`T´3
x B ¨¨¨ CzB 0 ¨¨¨ 0

fi

ffi

fl

,

Fa “

»

—

–

řL
τ“0 CzA

τ
xB 0 ¨¨¨ 0

řL`1
τ“0 CzA

τ
xB 0 ¨¨¨ 0

...
...

...
řL`T´1
τ“0 CzA

τ
xB 0 ¨¨¨ 0

fi

ffi

fl

, Fx “

»

—

–

CzA
L`1
x

CzA
L`2
x

...
CzA

L`T
x

fi

ffi

fl

,

Fu “

»

–

CzB Dz 0 ¨¨¨ 0
CzAxB CzB Dz ¨¨¨ 0

...
...

...
...

CzA
T´1
x B CzA

T´2
x B CzA

T´3
x B ¨¨¨ Dz

fi

fl .

III. EXISTENCE OF NASH EQUILIBRIUM

This section provides sufficient conditions for the
existence of a strict local Nash equilibrium.

A. PU’s saddle-point

We start with a result that provides a sufficient
condition for the existence of a saddle-point for PU,
assuming that PA has selected an attack A that results in
a measured output Y that is compatible with the attack-
free model (2).

Theorem 1 (PU’s optimization): Suppose that there
exist vectors U, Â, D̂, x̂0, νu and a scalar λu ą 0 such
that
»

—

—

—

—

–

2F 1aFa 2F 1aFd 2F 1aFx 2F 1aFu G1a
2F 1dFa 2F 1dFd ´ 2λuInd 2F 1dFx 2F 1dFu G1d
2F 1xFa 2F 1xFd 2F 1xFx 2F 1xFu G1x
2F 1uFa 2F 1uFd 2F 1uFx 2F 1uFu 0
Ga Gd Gx 0 0

fi

ffi

ffi

ffi

ffi

fl

ˆ

»

—

—

—

—

–

Â

D̂
x̂0

U
νu

fi

ffi

ffi

ffi

ffi

fl

“

»

—

—

—

—

–

´2F 1aZ0

´2F 1dZ0

´2F 1xZ0

´2F 1uZ0

Y

fi

ffi

ffi

ffi

ffi

fl

, (9a)

and

V 1u

¨

˝

»

–

F 1a
F 1d
F 1x

fi

fl

“

Fa Fd Fx
‰

´ λu

»

–

0 0 0
0 Ind 0
0 0 0

fi

fl

˛

‚Vu ă 0,

(9b)

where Vu is any full column rank matrix such that

ImVu “ ker

„

0 2D̂1 0
Ga Gd Gx



.

Then U is a strict local saddle-point for PU with

∆ “ }D̂}. (9c)

The assumptions of the theorem guarantee that all these
conditions are simultaneously satisfied. l

Remark 3: In view of Lemma ??, a necessary and
sufficient condition for the existence of some λu ą 0
for which (9b) holds is that

ker

„

0 2D̂1 0
Ga Gd Gx



X ker
“

0 Ind 0
‰

“ t0u,
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or, equivalently,

GaA`Gxx0 ñ A “ 0, x0 “ 0,

which means that only the zero attack/initial state pair
pA, x0q can have no net effect on Y . l

Proof of Theorem 1. The vectors U, x̂0, D̂, Â are a local
strict saddle-point equilibrium for (7) if they are strict
local optima for the following coupled optimizations:

}Z0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂ}
2 “

min
ŪPRnu

}Z0 ` Fxx̂0 ` FuŪ ` FdD̂ ` FaÂ}
2 (10)

}Z0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂ}
2 “

max
x̄0PRnx , D̄PRnd ,

ĀPRna

, }Z0 ` Fxx̄0 ` FuU ` FdD̄ ` FaĀ}
2.

subject to }D̄} ď ∆,

Y “ Gxx̄0 `GdD̄ `GaĀ, (11)

and satisfy the constraints }D̂} ď ∆, Y “ Gxx̂0`GdD̂.
The control U is a minimum for the unconstrained
convex optimization (10) if and only if it satisfies the
1st order optimality condition

2F 1upZ0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂq “ 0. (12)

Defining

LupÂ, D̂, x̂0, λu, νuq–

}Z0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂ}
2 ´ λup}D̂}

2 ´∆2q

´ ν1u
`

Y ´Gxx̂0 ´GdD̂ ´GaÂ
˘

,

gupÂ, D̂, x̂0q– }D̂}2 ´∆2,

hupÂ, D̂, x̂0q– Y ´Gxx̂0 ´GdD̂ ´GaÂ,

we conclude from [19][Theorem 2.21] that the triple
pÂ, x̂0, D̂q is a strict local maximum to (11) if there
exist λu ą 0, νu P Rny such that

BLupÂ, D̂, x̂0, λu, νuq

BÂ
“ G1aνu`

2F 1apZ0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂq “ 0,
(13a)

BLupÂ, D̂, x̂0, λu, νuq

BD̂
“ ´2λuD̂ `G

1
dνu`

2F 1dpZ0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂq “ 0,
(13b)

BLupÂ, D̂, x̂0, λu, νuq

Bx̂0
“ G1xνu`

2F 1xpZ0 ` Fxx̂0 ` FuU ` FdD̂ ` FaÂq “ 0,
(13c)

Gxx̂0 `GdD̂ `GaÂ “ Y, (13d)

}D̂}2 “ ∆2, (13e)

V 1u

¨

˝

»

–

F 1a
F 1d
F 1x

fi

fl

“

Fa Fd Fx
‰

´ λu

»

–

0 0 0
0 Ind 0
0 0 0

fi

fl

˛

‚Vu ă 0.

(13f)

Equation (9a) guarantees that (12) and (13a)–(13d) hold,
condition (9b) implies that (13f) holds, and condi-
tion (9c) guarantees that (13e) holds.

B. Nash equilibrium

Building upon the result from the section above, we
now state a result that provides a sufficient condition for
the existence of a Nash equilibrium.

Theorem 2 (Sufficient condition): Suppose that there
exist vectors U, Â, D̂, x̂0, νu, A, D̃, x̃0, νa and scalars
λu ą 0, λa ą 0 such that

»

—

—

—

—

—

—

—

—

—

—

—

–

2F 1aFa 2F 1aFd 2F 1aFx 2F 1aFu 0
2F 1dFa 2F 1dFd ´ 2λuInd 2F 1dFx 2F 1dFu 0
2F 1xFa 2F 1xFd 2F 1xFx 2F 1xFu 0
2F 1uFa 2F 1uFd 2F 1uFx 2F 1uFu 0

0 0 0 2F 1aFu 2F 1aFa
0 0 0 0 0
0 0 0 0 0
Ga Gd Gx 0 ´Ga
0 0 0 0 ´Ga

0 0 G1a 0
0 0 G1d 0
0 0 G1x 0
0 0 0 0
0 0 0 ´G1a

´2λaInd 0 0 G1d
0 0 0 G1x
0 0 0 0
Gd Gx 0 0

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

»

—

—

—

—

—

—

—

—

—

—

—

–

Â

D̂
x̂0

U
A

D̃
x̃0

νu
νa

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

“

»

—

—

—

—

—

—

—

—

—

—

—

–

´2F 1aZ0

´2F 1dZ0

´2F 1xZ0

´2F 1uZ0

´2F 1apZ0 ` Fxx0 ` FdDq
0
0

Gxx0 `GdD
Gxx0 `GdD

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

(14a)

and

}D̂} “ }D̃} “ ∆, (14b)

V 1u

¨

˝

»

–

F 1a
F 1d
F 1x

fi

fl

“

Fa Fd Fx
‰

´ λu

»

–

0 0 0
0 Ind 0
0 0 0

fi

fl

˛

‚Vu ă 0,

(14c)

V 1a

¨

˝

»

–

F 1a
0
0

fi

fl

“

Fa 0 0
‰

´ λa

»

–

0 0 0
0 Ind 0
0 0 0

fi

fl

˛

‚Va ă 0,

(14d)

where Vu and Va are full column rank matrices and

ImVu “ ker

„

0 2D̂1 0
Ga Gd Gx



,

ImVa “ ker

„

0 2D̃1 0
Ga ´Gd ´Gx



.

Then, pA,Uq is a strict local Nash equilibrium and U is
a strict local saddle-point for PU. l
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Proof of Theorem 2. Defining

LapA, D̃, x̃0, λa, νaq–

}Z0 ` Fxx0 ` FuU ` FdD ` FaA}
2 ´ λap}D̃}

2 ´∆2q

´ ν1a
`

Gxpx0 ´ x̃0q `GdpD ´ D̃q `GaA
˘

,

gapA, D̃, x̃0q– }D̃}2 ´∆2,

hapA, D̃, x̃0q– Gxpx0 ´ x̃0q `GdpD ´ D̃q `GaA,

we conclude from [19][Theorem 2.21] that the triple
pA, D̃, x̃0q is a strict local maximum to (6) if there exist
λa ą 0, νa P Rny such that

BLapA, D̃, x̃0, λa, νaq

BA
“ ´G1aνa`

2F 1apZ0 ` Fxx0 ` FuU ` FdD ` FaAq “ 0 (15a)

BLapA, D̃, x̃0, λa, νaq

BD̃
“ ´2λaD̃ `G

1
dνa “ 0 (15b)

BLapA, D̃, x̃0, λa, νaq

Bx̃0
“ G1xνa “ 0 (15c)

Gxpx0 ´ x̃0q `GdpD ´ D̃q `GaA “ 0 (15d)

}D̃}2 “ ∆2, (15e)

V 1a

¨

˝

»

–

F 1a
0
0

fi

fl

“

Fa 0 0
‰

´ λa

»

–

0 0 0
0 Ind 0
0 0 0

fi

fl

˛

‚Va ă 0.

(15f)

On the other hand, we saw in the proof of Theo-
rem 1 that pU, x̂0, D̂, Âq is a local strict saddle-point
equilibrium for (7) if (9a)–(9c) hold. The theorem’s
assumptions guarantee that all these conditions are si-
multaneously satisfied, with Y in (9a) given by (5).

IV. COMPUTATION OF NASH EQUILIBRIUM

This section builds upon the existence results in
Theorems 1 and 2 and the following lemma, the
proof of which is presented in the technical report
[18][Appendix].

Lemma 1: If F 1uFu is a nonsingular matrix and

ImGa X ImGx “ t0u. (16)

Then, there exists scalars λ˚u ą 0, λ˚a ą 0 such that for
every λu ě λ˚u and λa ě λ˚a ,

1) the inequalities (9b), (14c) and (14d) hold;
2) the system of equations (9a) have a solution for

every Z0 and every Y consistent with (5); and
3) the system of equations (14a) have a solution for

every Z0, x0, D. l

Condition (16) essentially means that the equation

GaA “ Gxx0

can only hold for A “ 0 and x0 “ 0 because otherwise
there would be a nonzero vector simultaneously in the
images of Ga and Gx. This means that we cannot have
any (nonzero) attack A whose effect on Y can be pre-
cisely equal to the effect on Y of an initial condition x0.
We should thus view (16) as an observability condition
that is needed to guarantee that the attacker cannot
completely “hide” behind a legitimate initial condition.

A. Computation of PU’s action

In practice, the player PU cannot compute the Nash
equilibrium because knowledge of x0 and D is needed
to solve (14a) and PU does not have this information.
However, in view of Theorem 1, PU can compute
its saddle-point U by solving (9) for the unknowns
U, Â, D̂, x̂0, νu, λu, because these equations only de-
pend on the measurement Y .

While the nonlinear system of equalities/inequalities
in (9) is generally difficult to solve for all the unknowns
U, Â, D̂, x̂0, νu, λu, in view of Lemma 1, for sufficiently
large values of λu the inequality (9b) always holds and
the linear system of equations (9a) always has a solution
for U, Â, D̂, x̂0, νu. This provides a computationally
simple procedure to find the saddle point:

1) For each λu P rλ˚u,8q solve the linear system of
equations (9a) for U, Â, D̂, x̂0, νu.

2) Any value of λu for which the solution leads to
}D̂} “ ∆ corresponds to a strict local saddle-point
for PU.

In practice, one does not really need to solve (9a) over
the whole range of value λu P rλ

˚
u,8q, as it suffices

to solve this equation over a fine grid tλ1
u, λ

2
u, . . . , λ

K
u u

and then zone in on any interval rλku, λ
k`1
u s where }D̂}

goes from a value above ∆ to a value below delta or
vice versa. Within such a small interval, one can use
either a bisection method of Newton’s method to find
the precise value of λu for which we have }D̂} “ ∆.

The only limitation of this method is that if we are
unable to find a value λu P rλ˚u,8q for which }D̂} “ ∆,
we cannot be sure that a saddle-point does not exist for
λu ă λ˚u. However, the method will always succeed for
sufficiently small ∆ because the solution to (9a) leads
to D̂ Ñ 0 as we make λu Ñ8.

B. Computation of PA’s action

For player PA to compute its action A, it needs to
compute the Nash equilibrium, which means solving the
nonlinear system of equalities/inequalities in (14) for
all the unknowns U, Â, D̂, x̂0, νu, A, D̃, x̃0, νa, λu, λa.
However, also here Lemma 1 guarantees that for
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sufficiently large values of λu, λa the inequali-
ties (14c)–(14d) always hold and the linear sys-
tem of equations (14a) always has a solution for
U, Â, D̂, x̂0, νu, A, D̃, x̃0, νa. This provides another
computationally simple procedure to find saddle points:

1) For each pair pλu, λaq P rλ˚u,8q ˆ rλ˚a ,8q
solve the linear system of equations (9a) for
U, Â, D̂, x̂0, νu, A, D̃, x̃0, νa.

2) Any pair pλu, λaq for which the solution leads to
}D̂} “ }D̃} “ ∆ corresponds to a strict local Nash
equilibrium and provide the action A for PA.

This procedure is computationally more intensive than
the one proposed to compute U because we now need to
range over two scalar variables. However, gridding two
scalar variables is still computationally quite simple and,
once we find a small rectangle in rλ˚u,8q ˆ rλ

˚
a ,8q,

where the desired pair pλu, λaq is suspected to lie, we
can use Newton’s method to get }D̂} “ }D̃} “ ∆.

Denoting by D̂pλu, λaq and D̃pλu, λaq the solutions
to (14a) corresponding to a specific pair pλu, λaq, our
goal is to get

„

D̂1pλu, λaqD̂pλu, λaq ´∆2

D̃1pλu, λaqD̃pλu, λaq ´∆2



“ 0

and Newton’s method iteration to solve this equation is
of the form
„

λk`1
u

λk`1
a



“

„

λku
λka



´ αJ´1

„

D̂1pλu, λaqD̂pλu, λaq ´∆2

D̃1pλu, λaqD̃pλu, λaq ´∆2



,

where α P r0, 1s is the step size, to be chosen as close
to one as possible, while making sure that λku and λka
remain in a desired region and

J :“

«

BD̂1pλu,λaqD̂pλu,λaq
Bλu

BD̂1pλu,λaqD̂pλu,λaq
Bλa

BD̃1pλu,λaqD̃pλu,λaq
Bλu

BD̃1pλu,λaqD̃pλu,λaq
Bλa

ff

The partial derivatives of D̂ and D̃ with respect to λu, λa
can be obtained from (14a) using the Implicit Function
Theorem, which leads to a system of linear equations in
the partial derivatives.

V. EXAMPLE

For the position control of a double integrator with
a quadratic penalty in the control, based on a noisy
measurement vector yptq with position and velocity
information and the velocity measurement subject to a
deception attack, we have a model like (8) with

Ax –

„

1 h
0 1



, B –

„

0
1



, Cy –

„

1 0
0 1



,

Cz –

„

1 0
0 0



, Dy –

„

0
1



, Dz “

„

0
1



,

where h is the sampling interval and Akx “ r 1 kh
0 1 s. This

leads to

Gx “

»

—

—

—

—

—

—

—

—

—

—

—

—

—

–

1 0
0 1
1 h
0 1
1 2h
0 1
...
1 Lh
0 1

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

, Fx “

»

—

—

—

—

—

–

1 pL` 1qh
1 pL` 2qh
1 pL` 3qh
...
1 pL` T qh

fi

ffi

ffi

ffi

ffi

ffi

fl

,

Ga “

»

—

—

—

—

—

—

—

—

—

—

—

—

—

–

0 0 0 0 ¨ ¨ ¨ 0
0 1 0 0 ¨ ¨ ¨ 0
0 0 0 0 ¨ ¨ ¨ 0
1 0 1 0 ¨ ¨ ¨ 0

ř1
τ“0 τh 0 0 0 ¨ ¨ ¨ 0

2 0 0 1 ¨ ¨ ¨ 0
...

...
...

...
...

řL´1
τ“0 τh 0 0 0 ¨ ¨ ¨ 0
L 0 0 0 ¨ ¨ ¨ 1

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

,

Fa “

»

—

—

—

—

—

—

–

řL
τ“0 τh 0 ¨ ¨ ¨ 0

řL`1
τ“0 τh 0 ¨ ¨ ¨ 0

řL`2
τ“0 τh 0 ¨ ¨ ¨ 0

...
...

...
řL`T´1
τ“0 τh 0 ¨ ¨ ¨ 0

fi

ffi

ffi

ffi

ffi

ffi

ffi

fl

,

and it is straightforward to see that for any L ě 1,

Gxx0 “ GaA ñ x0 “ 0

and for L ě 2 we further have that

Gxx0 “ GaA ñ x0 “ 0, FaA “ 0,

which means that (16) holds. This would not be the
case for Dy – r 1

0 s, which would correspond to a
deception attack on the position measurement. This is
not surprising because in this case the deception attack
would compromise the only measurement for which we
have observability of the state.

Figure 1 shows the results of the optimal control
and attacks for different values of the upper bound ∆
on the norm of D. As ∆ increases, the attacker has
more freedom to choose A without being detected and
consequently the cost for PU increases.However, the true
cost }Z} for PU never exceeds its security value JupY q.

l

VI. CONCLUSION AND FUTURE DIRECTIONS

This paper addressed the output-feedback robust con-
trol of a linear system subject to disturbances and noise
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(a) }D} ď .0001
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(b) }D} ď .0005

Fig. 1: Signals for the double integrator example with L “ 3,
T “ 10, xp´Lq “ r1 0s1, and two distinct values for the
upper bound on the norm of D. In these plots we actually have
D “ 0, but the attacker manipulates Y to remain consistent
with the upper bounds on D.

that cannot be measured in presence of an attacker that
can corrupt the measured output (deception attack) and
can introduce perturbations to the control signal (actua-
tion attack). We formulated this problem as a zero-sum
game between a defender that selects the control signal
based on a measured output and an attacker that selects
the attack signals. The formulation included asymmetric
information in terms of what is known to the players.
The main contributions were (i) sufficient conditions for
the existence of a Nash equilibrium corresponding to a
saddle-point for the defender and (ii) a computationally
efficient procedure to compute a pair of policies that
form a Nash equilibrium for the game. We applied this
theory to finite horizon control of a linear system with
quadratic cost.

Future directions include a receding horizon exten-

sion of this framework and extensions to more general
information structures for the players.
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