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Abstract— In this paper we consider task scheduling when or communication noise, characteristics of the dynamical
sensing and controlling over a network with packet dropping systems and priorities of different tasks is crucial.
links. We find optimum ways of allocating limited computing On the computation side, distributing computing re-

resources for estimation and control of a number of linear ding to the ch teristi f the d ical
dynamical systems with different characteristics over com sources according to the characteristcs or the dynamica

munication links with different qualities. We find theoretical ~ Systems has been a topic of interest in real-time computing
expressions relating the optimum sampling rates of the dyma-  and control. Seto et al. considered periodic task scheglulin
ical systemg to the characteristics Of the C(_)mmunication ks  with the goal of optimizing real-time control performance
and dynamics of the plants. We derive optimum ways of task [2]. Eker et al. proposed a feedback scheduler for opti-

scheduling for two performance metrics: decay rate and the I I fi 31 D . locati
asymptotic value. The work lays the theoretical foundatios mal resource allocation [3]. Dynamic resource allocation

for considering the impact of both limited computing and  algorithms based on the feedback from process states were

communication resources on estimation and control. proposed in [4], [5]. These works, however, did not consider
cases where sensors and actuators are connected to the CPU
|. INTRODUCTION through imperfect communication links.

On the communication side, Networked Control Systems

Networked sensing and control has recently gotten cofiNCS) has recently received considerable interest. Walsh
siderable interest. In such systems, embedded sensors an@l. proposed a technique for dynamic scheduling of the
actuators send their measurements and receive the cometwork traffic in NCS [6]. Branicky et al. analyzed stalyilit
sponding control commands over a network. Since conof controlling a dynamical system over a network [7]. In [8],
putational resources are typically limited in these systeman expression is derived for performance evaluation when
efficient resource allocation becomes considerably impogontrolling a dynamical system over a network. Impact of
tant. fading channels on the control performance of a mobile

In this paper, we are interested in optimum allocation ofensor and adapting the control commands accordingly were
limited computing resources when sensing, estimating arsudied in [9]. In [10], [11], design of control algorithms
controlling a number of dynamical systems over a networknore robust to network delays and packet loss is considered.
Our problem is partly motivated by the development ofmpact of packet drop on stability of Kalman filtering
an autonomous vehicle for the DARPA Grand Challenges considered in [12]. Impact of communication noise on
project at Caltech [1]. This vehicle presents an exampléalman filtering over wireless links and optimum receiver
of a networked sensing and control system that operatdssign in such cases were considered in [13], [14].
autonomously in a highly uncertain environment. It uses a Allocating limited computing resources when sensing and
combination of sensors to get an estimate of its state amdntrolling over a network, however, has not been studied
build a map of its surroundings. The sensors are observiggtensively. The objective of this paper is to consider both
dynamical systems with different characteristics andsrat&eommunication and computation limitations. We show how
of change. Furthermore, different parts of the map can aldo distribute computing resources given both qualities of
be viewed as dynamical systems with different rates dhe communication links and dynamics of the plants in a
change. These sensors then send their measurements oveetavorked sensing, estimation and control setup. We use
network to the processing units which are in charge of dathe term “task scheduling” throughout the paper, which will
integration, estimation and control. Given the abundanaefer to allocating computing resources for estimation and
of the information transmitted over the network, sensocontrol. We consider two problems. In the first problem, we
measurements can experience packet loss from time a&oe interested in optimum allocation of computing resosirce
time. Furthermore, due to limited computational resourcefer estimation of a number of dynamical systems over
and real-time nature of the problem, not all the receivetnperfect communication links. This is shown in Fig. 1,
data can be processed on a regular basis. This can algbere a number of dynamical systems are observed by a
appear as an additional information loss. In such a setupymber of sensors. These sensors send their measurements
efficient allocation of computing resources according ® thover packet dropping channels to a CPU which is in
qualities of the communication links such as packet lossharge of estimation and control. In the second problem,



we consider resource allocation when controlling a number CPU
of dynamical systems over packet dropping links. This is
shown in Fig. 2, where the control signals are transmitted
over imperfect communication links to the actuators and
can therefore experience losses. In both cases, we find #1 #N
optimum sampling rates of the plants given qualities of the [} [
communication channels, dynamics of the plants and limited
computing resources. sensor#l — - -~ - ------ sensor#N
Since we are interested in periodic estimation and control
of the dynamical systems, using random access techniques
for medium access can result in performance degradation
[15]. Therefore, in this paper we assume that the available plant#l | —---------- plant#N
communication bandwidth is divided among the transmitters
using Frequency Division Multiple Access (FDMA) [16].
This design results in no interference among simultaneous
transmissions. The links can still experience packet drep d
to poor link qualities caused by large separation between th

Fig. 1 Sensors send their observations to the CPU
through imperfect communication links

transmitter and the receiver, obstacles in between, fading

shadowing, quantization and receiver thermal noise, which CPU

are common effects in outdoor wireless communication Y Y
[17], [18]. However, probability of packet loss of each link '

will become independent of the traffic of other links. If ch;gt{mel ----------- Chﬁ“”el
the number of nodes sharing the bandwidth is considerably

high, random access of the available bandwidth could be Y Y
more efficient or practical, compared to using FDMA. If actuator| _ _ _ ________ actuatar
random medium access is used, the probability of packet #1 #N
loss of a link can be a function of the way computing

resources are allocated. Such an effect is not considered Y Y

in this paper and is discussed in the section on future work. plant#l | ~---------- plant#N

The paper is organized as follows. In Section Il we
conSIdgr task scheduling when estlmgtln_g a numb_er of Fig. 2 Actuators receive control commands from the CPU
dynamical systems over a network, as indicated by Fig. 1. through imperfect communication links
Our theoretical results show optimum ways of allocating
resources considering two different performance metrics.

Section Ill considers the setup in Fig. 2, where controbf G, ;. We are interested in estimation and control of
commands are transmitted over packet dropping links fgnstable processes in this paper. Therefore, our analysis
the actuators. We will find optimum ways of schedulings geared towards cases where> 0 for i = 1,...,N.

the control tasks given qualities of the communicatiorsampling theit” plant with the time interval; will result
links and for two different performance metrics. Section IVin the following discrete system:

provides a few examples to show the impact of optimum
resource allocation on networked sensing and control. This wilk + 1] = ¢izi[k] + wi K], (2)
is followed by conclusions in Section V and future work in

. ; th ti
Section VI, wherex;[k] represents the state of tiié plant atk*" time

step. Furthermorep; = e%7i and w;[k] is a zero mean
Il. LIMITED COMPUTING RESOURCES ANDESTIMATION ~ Noise with variance of (see [19], [20] for more details):

In this part we will focus on scheduling the estimation Ga,i = %X G, 3)
tasks in the setup shown in Fig. 1. We assume scalar quan- 20,7,
tities to facilitate mathematical derivations in this pape Wherey; = “——=. Lety;[k] represent the observation of
We represent thé” plant by a linear stochastic differential the i* sensor a&'" time step. To focus on the impact of
equation as follows: packet loss on resource allocation, we take the observation
noise to be negligible. Then we will hawg[k] = x;[k].
dmd;lft) = az;(t) +wi(t) for i=1,....N (1) 'drhez'tf‘ sensor then transmitg its. o_bservation over a p:_alcket
ropping link to the CPU, which is in charge of estimation.

wherez; () andw;(t) represent the state and process noiseet ¢; represent the probability of packet loss of tHé
of the i** plant at timet respectively andV indicates the uplink channel. Uplink channels refer to the communication
number of plantsw;(t) is a zero mean noise with variancelinks from the sensors to the CPU, as shown in Fig. 1.



We takee;s to be time-invariant. The CPU produces the Theorem 1: The following resource allocation will max-
following estimate ofz;[k + 1] using a Kalman filter [21]: imize the rate at which the worst-case average estimation
Sl 1] = { iyilk] if kth packet is kept @ error variance approaches its steady state value:

2ai

1 o —1 1 ’
wherei;[k + 1] represents the estimate of[k + 1] at the n ot n(e;) | |
CPU given the received observations up to time gtepl.  Where magin(e;)) < nop: < 0 is the unique solution to
Let P;[k] represent estimation error variance qfk]. We

Bizi[K] if k" packet is lost

Ri,opt = (11)

will have: J(Mopt) = Winaa, (12)
Ga,i if k" packet is kept ~ Where N
Filk+1] = { 2P, [k] - 2a,b;
(bzR[k] + Gd,i else _ 304 13

Then the average estimation error variance, averaged O\f(e)

r .
the packet loss probability, will be as follows: rn<0andn>in(e) fori=1,...,N.

Proof: Consider the optimization problem of Eq. 10.

Pilk + 1] = ¢Ze; Pi[k] + Ga.;. (6) By introducing a new variablez, this is equivalent to the
We are interested in optimum allocation of computindconowmg:
resources for estimation, i.e. finding the sampling periods minimize z

T;s, that will optimize the overall estimation performance. subject to ¢%e; <z, ¢ie; <1 i=1,...,N
. - R, >0, z>¢, i=1,....N
A. Sability of Estimation N
. . Zi:l bsz S Hmawa
Let 11,4 < 1 represent the fraction of the computing (14)
utilization of the CP.U thgt is available for gstimation. Letwherez > ¢; is imposed sinces; > 1. Expressingp; as
b; represent execution time of th&" task, given that all a function of R; and takingn = In(z) will result in the
the computing resources were dedicated to that task. Vilowing,
are interested in scheduling the estimation tasks such that minimize "
stability is maintained, i.e. the estimation error variesof . 2, c 2a; ;
Osubjectto R, > 777Tzéi),Ri> = i=1,...,N

all the systems stay bounded. This means that there shoul = n(l/e) ~ AR
exist T;s such that the following constraints are met: N77 > In(ei), i=1..N
. 2 Z'—l bsz S Hmazv
Vi ¢fe; <1, T;>0. = 15
&, G I | (15)
Yim1 7 < Hinaas which is equivalent to the following:
Substitutingg; as a function ofl; and denotingR?; asR; = minimize 7
Tl will result in the following constraints: subjectto R; > %,Ri > lné%), i=1,...,N
: a; ln(e) i=1,...,N
VZ R > l2—1 n > 1)y 5 5
N i=1 Yidti > mazx-
Zi:l biRi S Hmazv (16)
Therefore, the resource allocation can result in stable estn can be easily confirmed that as long as the stability
mation iff condition of Eq. 9 is satisfied, we will havg,, < 0. Noting
N 2a;b; < ©) this will reduce the optimization problem to the following:
in(l/e) T minimize 7
i 2a; s
If this condition is met, we can find;s such that stability subjectto  R; > .=, L= L...,N
of all the estimation tasks is maintained. Otherwise, it 9V> n>lin(e), i=1,....,N
will not be possible to schedule the estimation tasks while Yoinq biRi < g
maintaining stability. 17)

) _ ) Noting that the first constraint can be expressed in an LMI
B. Task Scheduling Using the Decay Rate as a Metric form will result in the following semidefinite program [22]:
The objective of this part is to maximize the rate at minimize 7
which the worst-case average estimation error variance ap- R Nors
. . . . - i a;
proaches its steady state value. Given the limited comgutin subject to V2@ - In(e) =
resources, we will have the following optimization probtem ’ !

0>n>In(e), t=1,...,N
minimize max ¢Ze; SN bR < g
subjectto ¢?¢; <1, R; >0 i=1,...,N (18)
SN bR < M. This shows that the optimization problem of Eq. 10 is a

(10) convex one. Furthermore, we can find analytical expressions



for optimum sampling rates using Karush-Kuhn-Tuckevariance:
(KKT) conditions [22]. Without loss of generality assume — B+ 1 (23)

thate; > es > ... > ey > 0. Using KKT will add the Fiopt = k(1 —€)
following constraints: )
where3; = $44 and
M%—Ri):o, \>0 i=1,...,N
g(in(er) =m) =0, g>0 i bi(l—e)! (24)
Wiy biRi = yae) =0, h>0 T e — 3N b
(19) =t
We will have g = 0 and Zf;l b;R; = Il,,q. for opti- Proof: Takinga;T; < 1 andG,; = G. will result in
mum performance. Furthermore, gradient of the Lagrangiahe following optimization problem:
should vanish as follows [22]: o .
g minimize  Max —e7g
1 (n—In(e1))? subjectto (1+2a;T3)e; <1, T, >0 i=1,...,N
O B Zf\[: binl S Hmazv
e 0 +ot 1 (25)
(:) ; which results in
(20) minimize &
= ln Tr=in(en))Z 0 subject to RizﬁiJrﬁ, i=1,....,N
A bl =0 Zfil b’LR’L S Hmama k>0
N : ' (26)
by We will have,
Then we will have3t = 22 = .. = 2% — handh = Rminiﬁmize 1” -
(val (noptza;j;?(e) ) 5 . Since); 75 0, RZ opt = 7n0piaz%(ei) subject to i v 6_)15 ( ;z =0,
from Eq. 19. Slnceh;éo ZfilbiRi <MLy, >0
J(Mopt) = Winaa, (21) L e . (27)
which is a semidefinite program. Furthermore, using KKT,
with f(n) = vazl nf;’;‘f(’;). Furthermoref(n =In(e;)) = it can be easily confirmed that Eq. 23 indicates the optimum
oo and for stability f(n = 0) < I,,.,.. Noting thatf(n) is way of allocating resources among the plants. [ ]

a decreasing function of for In(e1) < n < 0 shows that Next we will show how to allocate computing resources
Eg. 21 always has a unique solution such thate;) <  when minimizing a weighted sum of the asymptotic values.
Nopt < 0. B We are interested in the following:

C. Task Scheduling Using the Asymptotic Value as a Metric minimize Zi:1§iﬂ[00

]

When considering estimation performance, the asymp- Subject to 62‘“T7€z < 1 7, >0, i=1,...,N
totic average error variance is another parameter of impor- Y 6T < Mg,
tance. In this part, we will show how to allocate computing (28)
resources with the asymptotic average error variance asV@ereé; represents the corresponding weight. Under high
performance measure. From Eq. 6, we will hauéx] = €nough sampling rate assumption of this part, we will have
1G¢2 First we will show how to minimize the worst-casethe following: . . o
asymptotic average estimation error variance. We will have Theorem 3: The following resource allocation will mini-

the following optimization problem using Eq. 3: mize weighted sum of the asymptotic average estimation er-
ror variances, wherg represents the corresponding weight:

Gc,i(ezaiTi 71)

minimize max et s

subject to e2*Ti¢; <1, T;>0, i=1,...,N Riopt = i + &i (29)
sz'vzl biT;il < Hmam- v Vbl(l — 61')’
(22)
We assume that all the plants have the same continuous D 2
process noise variance, i.&,; = G, fori = 1,...,N. wherev = l—Nl
Furthermore, in order to derive an analytical solution, in Monaz =32, bifs
this part we assume that the sampling rates are high enough Proof: It can be easily confirmed that under high
such thata;T; < 1 fori=1,..., N. enough sampling rate assumption, minimizing the weighted

Theorem 2: The following resource allocation will min- sum will result in a convex optimization problem. Solving
imize the worst-case asymptotic average estimation erragrwith KKT will result in Theorem 3. ]



I1l. L iMITED COMPUTING RESOURCES ANDCONTROL A, Sability of Control

In this part, we will consider the downlinks of Fig. LetlIl,,,, andb; be as defined in Part Il. Eq. 37 requires
2, where control commands are transmitted over pack#tatM; < 1 for i =1,..., N for stability. With the M, =
dropping links to the actuators. For this part, we assumg u;, this will result in the same stability condition of Eq.
that the uplinks are ideal, i.e. the controller has the exa@t (with ¢; replaced byu;). Then resource allocation can

knowledge of the states. We will have, result in stable control of all the plants as long as Eq. 9
dzi(?) (with ¢; replaced byu;) is satisfied.
— = a;xi(t i(t i(1), 30 _ _ :
dt aii(t) + wilt) +wilt) (30) B. Task Scheduling Using Rate of Convergence as a Metric

whereu;(t) is the control signal to thé" plant andw; (t) Consider the case where the control objective is to drive
is as defined in Section Il. Sampling tié¢ plant with the the worst-case?[k| to zero as fast as possible. This can be
time intervalT; will result in the following discrete system achieved by minimizingl/;s. We will have the following

[19]: resource allocation problem:
where¢; is as defined in Section Il ang) = * Let subject to %fi <LR; >0 i=1...,N
J; represent the overall control cost for tfé plant: Y biRi < s

J; = Qc/ 22(t)dt + Sc/ u2(t)dt. (32) Given M; = ¢?u;, this_is equivalent to the optimization
0 0 problem of Eq. 10, withe, replaced byu;. Therefore,

Representing the cost as a function of discrete samples wliheorem 1 (withe; replaced byy;) denotes the optimum
result in the following [19]: way of allocating computing resources in this case.

C. Task Scheduling Using the Asymptotic Value as a Metric

Another important objective is to minimize the asymp-
(33) totic value, i.ex?[oo]. GivenM; = ¢7 pu;, this will be equiv-
where Qq; = ezaé‘?fl@c, Cai = (e‘”;%l)ch and alent to the optimization problem of Theorem 2 (with

B 20 Ti _400iTi 190, T, 43 - replaced by:;) when minimizing the worst-case. Similarly,
Sa,i = TiSc + 3% Qe F|nd|ng.a c!osed- when minimizing a weighted sum of?[oo], an analytical
form expression for optimum resource allocation in dOW”éxpression for the optimum sampling rates can be derived

links could be challenging without making any simplifyingusing Theorem 3 (with; replaced by;)
assumption. Therefore, in this part we assume that sampling

Ji = Qd,i Z xf [k] + SdJ' Z uf [k] + CdJ' Z x; [k]uz [k],
k=0 k=0

k=0

rates are high enough such tf@4; ~ T;Q., Sa,; ~ T;S. IV. EXAMPLES
andCy,; ~ 0. Therefore, Consider three sensors observing three dynamical sys-
oo oo tems. Computational resources should be allocated for esti
Ji = T;Q. Z z2[k] + T; S, Z u?[k], (34) mation and control of these systems over a packet-dropping
k=0 k=0 network. Leta; = 2, b; = 0.008 for Vi andIl,,,, = 0.8.

Then we take the linear control signal to be as follows: A Egimation. Metric: Worst-Case Decay Rate

wslk] = —ziz;[K] if k" packet is kept (35) Let € represent the vector containing the probabilities of
! 0 else packet loss of the uplinks. Considér= [.1 .05 .01].

where z; represents the optimum linear control coefficient Nen task scheduling, using the decay rate as a performance

that will minimize .J; in the absence of packet loss [19]: Méasure, results in the following optimum sampling rates
(Theorem 1):R,,;, = [92.8972Hz 5.4333Hz 1.7053HzZ.

zi = (Sai + CGA) TG A (36) It can be seen that, as Theorem 1 indicates, links with worse
With A = Qui + 620, — G2C2A2(Sus + C2A,)~L. Let qualities should be sampled more often.

i represent probability of packet loss of the channel frorB. Estimation, Metric: Worst-Case Asymptotic Value
the controller to thei!” actuator, as indicated by Fig. 2.

X > o Let € = |[1 .05 .01]. Using the asymptotic
We will haveQUi (k] = (1 = pa)z7zi[k] and zi[k]us[k] = value as a metric will then result in the follow-
—(1 = pi)zx; [k]. Therefore, using Eq. 31, ing optimum sampling rates (Theorem 2§, =

37) [35.2094Hz 33.1457Hz 31.6449HZ]. It can be seen that
using the decay rate as a metric results in a task scheduling
where M; = ¢? + (222(1 — p;) — 26:¢i(1 — p;)z;. In this  more in favor of the links with worse qualities, compared to
part we look at a special case of the aforementioned problemsing the asymptotic value. This is due to the fact that the
where there is no penalty on the size of the control signatlecay rate is more sensitive than the asymptotic value to the
i.e. S, = 0. Then we will have:M; = ¢? ;. changes in the probability of packet loss. In order to see a

wilk + 1] = M;z?[k] + Ga,i,
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